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PhD Dissertation

Design and implementation of Reliability aware Hardware Trojans and

attacks

Alexandra Takou

Abstract

Hardware security has been a great concern in the field of Integrated Circuits (IC) design
in the last decades. Specifically, hardware trojans pose the greatest threat to the security of
ICs. A hardware trojan is logic inserted in any design, exploiting the design’s characteristics
with a malicious intent. Leaking information, changing the expected behavior of the circuit,
or simply terminating its function altogether are some of the most serious implications of a
trojan. A category of especially detrimental hardware attacks aims at exploiting the reliability
of the IC, called reliability hardware trojans. Phenomena such as Electromigration (EM) and
Single Event Transient (SET) pulses can be exaggerated using a trojan to prevent the intended
behavior. The former can render a path inactive earlier than the specifications, the latter can
generate a soft error, which, although is a temporary error, can still disturb the functionality
of the circuit. Therefore, they need to be thoroughly studied and explored. To further aid
the development of satisfactory countermeasures and detection techniques, challenging and
realistic benchmarks need to be generated to evaluate the aforementioned techniques.

In this dissertation, three examples of hardware attacks on reliability phenomena are
described. Each attack’s respective hardware trojan is designed and implemented, accompanied
by an algorithm to discover the optimal points of attack. The first two examples focus on
exploiting the EM phenomenon, while the third focuses on the radiation-induced SET pulses
and the generation of soft errors. Firstly, an attack on power grid structures to aggravate the
EM phenomenon is described. The attack is achieved by removing the crucial decoupling
capacitances, shortening the lifetime of the power grid. The second implements an attack
on clock tree networks that accelerates the aging of a branch by adding a resistive element
at the point of attack. The power grid and the clock tree are two of the main components

of a chip, so an unexpected failure of them will render the whole IC non-functional. Last,

xiil



Xiv Abstract

a theoretical approach to implementing and injecting into a design a SET-based hardware
trojan is presented. The trojan widens the glitch enough to maximize the chances a soft error
will occur at the memory cell on the path it is inserted. For the first methodology, several
large-scale power grid benchmarks from the OpenROAD project are used to evaluate the
efficiency and validity of the method, while for the evaluation of the second, three clock
tree networks with different sizes were extracted from a set of microprocessor designs with
random control logic and datapath. Since this trojan is only described and not yet implemented,
an increase of 15% in the SET glitch’s width was applied and several of the ISCAS 98

benchmarks were used to evaluate the effectiveness of the placing technique.

Keywords

Hardware Security; Hardware Trojan; Reliability, Electromigration; Single Event Transient;
Soft errors; Power Grid network; Clock Tree network; SET-triggered; Pulse broadening;

Benchmarks.



Adaktopikn Aatpifin

Yyedraopnog kot viomoinon Hardware Trojans kol emBécemv mov

Aappavovv vroywy To Reliability

AlgEavopo Takov

IHepiinyn

H acpdieta vMkol amotedel peydio LA U0 6TOV TOREN TNG OYXEOTAOTG OAOKANPOUEV®V
kukhoudtov (OK) 11 televtaieg dekaetieg. Xvykekpiuéva, ta hardware trojans amotelovv
N HEYOADTEPT] ATEIAN] Y10 TNV ACPAAELD TOV OAOKANPOUEVOV KUKA®pUAT®V. To hardware
trojan givol AOYIK| TOV €1GAYETAL GE OTOLOONTOTE GYEOI0 KUKAMUOATOG, EKUETAAAEVOLEVT|
TOL YOPOKTNPIOTIKA TOL HE KakOBovAn mpdbeon. H dappon mAnpopopidv, n aAraynq g
OVOUEVOUEVIG GUUTEPLPOPES TOV KUKAMUOTOS 1| OTAL O OAOKANPOTIKOS TEPUATIGUOG TNG
Aertovpyiag Tov givar pepikés amod Tig Mo coPapés emmTMOoelg £vOg trojan. Mo katnyopia
witepa emnuov embécemv VAKOD EKPETAAAEDETOL TNV OELOTIOTIO TOV OAOKANPOUEVOL
KUKADUOTOC, 01 ommoieg ovopalovtatl hardware trojans a&lomiotiog (reliability hardware trojans).
Ddawvopeva 6mwg n niektpopetavaotevon (Electromigration - EM) kot ot mokpoi Single
Event Transient (SET) pmopohv va vteptovicTovV Le T (p1|on VOG trojan yio VoL 0ToTpEYOoUV
™V TpoPArendpevn coumepipopd. To TpdTo pmopel va kataotnoel eva povordtt tov OK
AVEVEPYO VOPITEPQ A0 TIC TPOILYPUPES, TO dEVTEPO UIopel val dnpovpynoet évo Metafotikd
ZdApo, To 0moio, av Kol VoL TPOowPIVO GOAALLN, UTopel va S1aTapdEet T AEITOLPYIKOTITO
TOV KUKADONOTOG. g €K TOVTOL, TPEMEL VO LeAeTnBoVV Kat vor dtepevvnBovv o1eodikd. o
va Bondndel Tepattépm 1 OVATTVEN IKOVOTOTIKMOY OVTILETPOV KoL TEXVIKMDV OVIXVEVOTC,
TPEMEL Vo dNUovpynBodv amontnTikd kot peoiotikd benchmarks yio v a&loAdynon tov
TPOOVOPEPHEVTOV TEYVIKDV.

>tV mapovoa dStatpiPn meprypdpovion Tpio mopadelypato enBEGEMY LAIKOD GE PUVOUEVO,
a&lomotiog. Xyedraleton kot viomoteitar to hardware trojan yia ké0e eniBeon, cuvodevoOEVOC
and évav aAyoppo yo v avakdioyn tov Bértiotov onpeiov enifeong. Ta dvo mpodTa
TOPUOELYLLOTO ETIKEVTIPMOVOVTOL GTNV EKUETAAALELGN TOV POIVOUEVOL TNG MAEKTPOUETAVA-

GTEVONG, EVO TO TPiTo £0TIALEL 6TOVG TaApoVG SET mov mpokarodvror and axtivoBorio Kot
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xvi Hepiinyn

ot onpovpyia petafatikdv ceaipdtov. lpatov, meprypdeeton pia enifeor otig SOUESG TOV
NAEKTPIKOD SIKTVOV Yia TNV EMOEIVMOT TOL Patvouévov niektpopetavdotevons. H enifeon
EMTLYYAVETOL [LE TNV QPOIPEST TOV KPIGIU®V YOPNTIKOTHTOV 0moGVLELENG, LEWDVOVTOS T
duapketa Cong Tov diktHov TpoPodoaciag. H devtepn vhomotet pia enifeom oe diktva dévipwv
POAOYLOV OV EMTAYVVEL TN YNPAVOT] EVOG KAASOL LE TNV TPOocOnKn evOg @KoV GToLyEIOV
o010 onueio g enifeonc. To dikTLO 16GYVOG KL TO OEVTIPO POAOYLOD Eivar dVO aTd T KVPLAL
oTOl el EVOG KUKAMUOTOG, OTOTE 10, OTPOGOOKN T OOTVY {0 TOVG B0 KOTAGTHGEL OAOKANPO
10 OK un Aettovpykd. Télog, mapovsialetor o Oe@pnTiky TPOGEYYIoN Yo TV LAOTOIN G
Kol TNV el00ywyn o€ Eva KOKAopa evog hardware trojan pe Bdon v gvaucOncio g mOANG
oe SET. To hardware trojan dievphvel T dvGAEITOVPYiOL OPKETO MGTE VO LEYIGTOMOMGEL
T1¢ mBavotTEG Vo cLUPel Evar LETABOTIKO COAALN GTO GTOLXEID UVIIUNG GTY| SLOOPOLT| TTOV
ewodyetat. ['lo v a&loAdynon g amoTEAEGUOTIKOTNTAG KOl TNG EYKLPOTNTOG TNG TPDTNG
pebodoroyiag ypnoipomolovviot didpopa Leyding kiipakoc benchmarks diktowv 16y00g omd
10 poypoppa OpenROAD, evd ) devtepn pebodoroyiog eEnydncav tpia diktva dévipwv
POAOYL0V LE SLOPOPETIKA LEYEDM 0O VO GHVOLO KUKAMUATOV LUKPOETEEEPYATTAOV LE TUYOLN
AOYIKN €AEYYOL KO LOVOTATL OEdOUEVOV. AESOUEVOL OTL TO TEAEVTOIO trojan TeEPLYpAPETOL
BewpnTiKd povo, epappoctke avénon katd 15% oto mAdtog g dvciettovpyiag SET wat
xpnooromndnkay diapopa and to benchmarks tov ISCAS *98 yia va a&loloynOei n teyvikn

TOTOHETNONG G TPOG TNV OMOTEAECUATIKOTNTA TNG.

AgCearg Kherowa

Acodleln YAkov; Hardware Trojan; A&lomotio; HAextpopetavaotevon; Single Event Transient;
MertaPatikd Zedipata; Aiktvo Tpopodoasiog; Aiktvo Aévipo Poroyiov; SET-triggered; Atebpuvon

maApov; Benchmarks.
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Chapter 1

Introduction

1.1 Thesis contribution

This thesis discusses hardware security and its impact to reliability issues created in
the ICs, if exploited accordingly. It’s a subject not researched enough, as of today, in the
scientific community, yet pairing security attacks with reliability issues can be a deadly
combination. Physical effects, like Electromigration (EM) and radiation-induced transient
faults, can severely disrupt the ICs’ stability and performance. Any attack exploiting and
aggravating these phenomena can accelerate or magnify the phenomena, depending on which
reliability issue it focuses on. Although both the industry and the research community have
exhaustively researched the subject of reliability closure and great advances have been made,
both from the scientific community and the industry, it does not take into consideration yet
the possibility of hardware attacks. This is because usually the community dealing with IC’s
reliability issues is not familiar with the hardware security threats and on the other hand
attacks exploiting reliability phenomena are not established yet in the hardware security
community. Thus, the ICs are deemed reliable and safe only under the specifications set
by the designers, overlooking the probability a hardware attack has altered the design and
manipulated reliability issues for malicious and destructive reasons. [|1]

The research presented here focuses on the prevention of a hardware attack and the
creation of challenging benchmarks for further aiding the effort of detecting reliability-based
hardware trojans. For the prevention, an efficient methodology for checking the segments of
a power grid for the most vulnerable ones to an attack is suggested to be integrated into the

EM reliability sign-offs. As far as the creation of benchmarks is concerned, two algorithms are

1



2 Chapter 1. Introduction

introduced. The first one entails presenting a hardware trojan accelerating the EM phenomenon
and locating the most optimal point on any gated clock for it to be inserted. The second,
describes the design and function of a trojan that is triggered from a Single Event Transient

(SET) and that ensures its propagation and the creation of a soft error.

1.2 Related Work

1.2.1 Hardware Security and Trojans

Nowadays, industries delegate the designing and fabrication of their ICs to third-party
semiconductor fabrication plants to reduce production costs [2]. This practice has opened
the door for individuals to infiltrate and add any malicious logic to the design. These extra
components are called Hardware Trojans (HTs) and aim to inject faults to the proper function
of the chip, leak sensitive information, like a cryptography key or the message to be decoded,
or fully impair the chip and shut it down [3,4,5]. The result of their malicious output is called
the payload of the Hardware Trojan (HT).

A successful trojan, other than achieving the intended attack, would be discrete and
stealthy, meaning that the impact of its presence and activity should be as minimal as possible.
Other than the case where the HT’s purpose is to halt IC’s functionality in full, the payload
should not be able to be observed from the output of the design for it would be detected during
the functionality tests after fabrication. Apart from the effect on the output of the chip, an HT’s
designer has to take into consideration its impact on the side-channel parameters, namely its
power consumption, timing fingerprinting, thermal profiling, and leakage power. One way
these can be circumvented is by adding a frigger to the trojan, designating a rare condition as
its activation mechanism. Until the condition is met the HT remains dormant thus reinforcing
its stealthiness. Triggers are not a necessary component of HTs, some may intend to steadily
and continuously affect the IC over time while concealing their activity as a product of natural
process variation. [(]

As it can be surmised, HTs can be greatly diverse and quite varying from one to another.
However, attempts have been made by the research community to consolidate a broad enough
taxonomy of their characteristics so any possible HT design can be included and categorized
to provide a concrete guideline on countermeasures and detection techniques for each of

them.
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Taxonomy of HTs

In [[7], a description of the hardware trojans was provided by the authors based on their
physical characteristics, their payload as well as their activation conditions. Although trojans
evolve and change day by day depending on the purpose of the attacker, the taxonomy
presented establishes their fundamental characteristics to incorporate any new threat and
assist in solidifying the detection and countermeasure techniques applicable to each category.

Under the category physical characteristics [.1)(a) fall the actual size of the HT’s logic,
the place of its insertion and whether its placement will lead to changes in the design’s
physical layout, referred to as distribution and structure respectively. The last subcategory,
type, distinguishes between parametric trojans that alter only the intended logic of the IC and

functional trojans that add extra gates and wires to the chip.

Physical Activation Action
Characteristics Characteristics Characteristics
e Size ¢ |nternal e Modify action
« Distribution activated L Change
e Structure L Logic L Disable
* Type L sensor * Transmit

Parametric ¢ External information

L Functional activation * Modify

L Antenna specification
L Sensor
(a) (b) (©)

Figure 1.1: Taxonomy of HTs based on physical (a), activation (b), and action (c)

characteristics.

The next category, activation characteristics [L.1)(b), differentiates between the possible
types of the trigger. Internally activated either needs a condition, usually rare, originating
from the internal /ogic or a sensor for the HT to start its malicious operation, or it is set to be
always on as long as the chip is on. An externally activated trigger would need a signal from
the environment outside of the fabricated IC to start functioning incoming to an antenna or
a sensor.

Last but not least, action characteristics [1.1/(c) describes the payload of the trojan. The

modify function category forks to changing the expected output of an operation and to the
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total disabling of the chip, while in some designs, e.g. used in cryptography, transmitting
information like the key is a valuable advantage to an attacker. The final subcategory is
modify specification which, as the name suggests, results in altering the design’s original

specifications in order to disrupt the intended functionality of the IC.

Pre-silicon Countermeasures and Detection techniques of Hardware Trojans

Plenty of countermeasures and detection techniques have been developed since the topic
of Hardware Security has been a research interest in the scientific community for over a
decade. Both aim to confirm that the fabricated circuits under test (CUTs) have not been
maliciously tampered with, however, countermeasures are applied before the fabrication
stage of the production cycle. On the other hand, detection techniques are used after the
fabrication of the circuits along with the post-silicon validation and testing.

Pre-silicon countermeasures techniques include designing-for-security, logic obfuscation,
hardware watermarking, and even split manufacturing [8] to name a few. Split manufacturing
is the simplest solution against the threat but the most costly. Delegating different components
of the final design to individual fabrication foundries ensures greater security against HT
insertion, however, it entails employing more than one foundry as well as the additional
process of assembling the components to the final product by the designer company [9, [10].

Hardware watermarking is mainly used to protect Intellectual Property (IP). Watermarking
applied in either the electronic system or in high-level synthesis level entails embedding
the programmer’s signature like timing and design constraints not already included in the
specifications as a binary bitstream of American Standard Code for Information Interchange
(ASCII) characters [[1 1]]. Another approach would be the triple-phase watermarking proposed
methodology in [[12]. The signature is applied during the high-level synthesis stage as well,
however, it is split and the characters are distributed and checked during the scheduling,
hardware allocation, and register allocation phase.

In a similar line, the main idea behind logic obfuscation techniques is inserting extra
logic in the design, whose sole purpose is checking whether a specific obfuscation key is
applied. When the correct one comes through, the function goes on as intended, otherwise,
the design is ”’locked” and a malfunction happens during the operation. This is achieved either
by including XOR, XNOR and MUX-based logic locking [|13] or by appending to the FSM

states that are the previous states of the desired one but require the correct obfuscation key
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to make the transition [|14].

Design-for-trust also adds circuitry apart from gates for the intended functionality of the
IC during the RTL coding phase. The purpose of these additions is to facilitate the survey of
fabricated chips for any HT present. They can be ring-oscilators []15], current sensors [[16], or
dummy flip-flops [17] . The first two monitor the chip while it is active and spot any HT, the
latter observe and control the internal gates of the chip to provide sufficient inputs to trigger

the Trojan.

Detection techniques of Hardware Trojans

Although countermeasures help prevent the insertion of an HT in the design, not all
cases and possibilities can be taken into consideration. Inspecting the fabricated chip for
any malicious logic complements any design-for-trust already utilized. The most direct and
invasive method involves deconstructing the chip and verifying the logic found at every layer.
However, the drawbacks are that it is time-consuming, the chip itself is irreversibly damaged
and there is no guarantee that the rest of the chips are trojan-free, even if the CUT is found
clear [|[18]. As a result, non-destructive methods to check the chips are the main concern of
the scientific community.

To begin with, logic testing methods observe any malicious activity on the output of the
design, usually by producing uncommon test patterns as input to increase the probability of
the HT being triggered [[19]. However, that is possible in the event where the payload of
the HT affects the output of the chip and simultaneously the design is small enough and, as
a result, efficient in only a small number of HTs as well as supplementing other detection
techniques [20]. For example, techniques that include an automatic test pattern generation
(ATPG) method to find rare conditions that may be the trigger of the HT [21], or that add or
manipulate existing scan-chain to either help activate the trojan [[L7] or partition the design so
only one segment at a time is active to reduce noise during the main detection technique [22].

The most prominent methodologies, currently, include analyzing side-channel parameters
such as power consumption, voltage, timing, and thermal profiling [23, 24, 25, 2€]. Their
main premise is to measure the corresponding parameter and verify it is under the expected
threshold or exceeds it, suggesting the presence of extra logic in the CUT. The threshold can
be obtained either from a Golden Chip, meaning a chip that is guaranteed trojan-free, from

simulations, run in the finished design before it is sent for fabrication, or from measurements
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taken from the CUT itself in different time frames. The challenge of these techniques lies
with the naturally occurring process and environmental variations [27,28]. When a deviation
from the expected measurements arises, it needs to be correctly categorized either as a threat

or as a process variation.

1.2.2 Reliability issues and Hardware Security

One, currently not thoroughly explored, side of hardware security is the exploitation
of reliability phenomena, such as EM and radiation-induced Single Event Transient (SET)
pulses. The smooth operation of an IC is intrinsically connected to the reliability of an IC,
so attacks targeting it accelerate and heighten the probability that related issues occur [[1].
These attacks employ reliability hardware trojans, which range from modifying an existing
wire in the design during manufacturing to injecting additional malicious logic into the chip,
that focuses on aggravating the chosen reliability phenomenon and, thus, shortening the life
of the IC or introducing faults to the intended operation [29,30].

Electromigration is the phenomenon caused by the continuous flow of high current passing
through the wire. During its lifetime, two forces namely Fijecron-wind aNd Fhack-stress are applied
on its metal atoms as shown in Fig. [l.J. The former is created from the flow of the current
and the latter is an electrostatic force in the opposite direction, however, it is negligible to
the first one [31]. As a result, the metal atoms accumulate on the anode creating compressive
stress and hillocks, whereas on the cathode tensile stress and voids are formed. Over time,
there is a change in the metal geometry, increased resistance, and open circuits shortening

the wire’s Time-to-Failure (TTF) and thus, the chip’s overall lifetime.

Tensile Compressive
stress stress

(WY | |

11 vy
F back-stess << Félectron-wind

@
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| O ¥
vy OCuatoms I I

Figure 1.2: The forces in a metallic wire creating voids and the EM phenomenon. [2]
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Single Event Transient, on the other hand, faults are the result of radiation hitting the
IC’s transistors. The source could be radioactive impurities in the package of the chip [32],
and most importantly terrestrial cosmic rays that include high-energy neutrons [33]. That
by itself is non-destructive. The hazard stems from the possibility that a pulse is created,
due to the electron-hole pairs formed in the transistor’s depletion region. The pulse is then
propagated through the design and if it is caught from a memory cell, a soft error is created.
Soft errors may lead from a temporary fault to a permanent malfunction depending on the
memory element it altered. The vulnerability of the design to soft errors is depicted by the Soft
Error Rate (SER) and is greater on modern IC due to the downscale of the technology [34,35].

Hardware attacks exploiting the aforementioned reliability issues would target the power
grid, an interconnect, or a memory element whose failure would impact the performance of
the design. A SET-based attack would entail adding radiation-sensitive logic to heighten the
probability a pulse is generated and propagated to the rest of the logic [36]. These attacks are
extremely challenging since their trigger is not able to be reproduced during the post-silicon
testing of the chip. That would require emulating years of operation to observe any security
threat benefiting from EM and continuously hitting the chips with radiation to detect the
harmful logic. Thus, it is important to advance the research on detecting these types of
attacks and so in this thesis, to further aid this endeavor, two methods to create HT-injected
benchmarks for properly evaluating any detecting techniques and a Design-for-Trust method

to be applied during the designing phase of the IC production.

1.3 Thesis organization

The remainder of the thesis is organized as follows: Chapter 2 gives a more detailed
explanation of the modeling of the EM and SET faults phenomenon. Chapter 3 presents the
methodology for an efficient security closure on power grid structures against an EM-base
attack on them and Chapter 4 discusses an optimal methodology for EM-based Hardware
Trojan placement on clock tree networks, as well as its most basic structure. Chapter 5 talks
about a sensitivity-aware Hardware Trojan injection algorithm for Single Event Transient
(SET) propagation and soft error attacks. Lastly, Chapter 6 concludes this work and mentions

any possible future steps in this research.






Chapter 2

Modeling the reliability phenomena

2.1 Modeling the Electromigration phenomenon

As mentioned before, EM is a natural phenomenon occurring in the wires of the IC due
to the constant flow of electricity, which harms them in the long term. It originates from the
Fjectron-wind and Fhacrstress fOrces on the metal atoms creating stress, voids, and hillocks points,
on the wire and changing its TTF. To calculate the stress applied over time and model the
EM phenomenon, Korhonen’s physics-based Partial Differential Equation (PDE) for stress

diffusion is most commonly used [37]:

do O [ (0
a_(;:a_x {n (8—Z+ﬁj)} 2.1)

The equation includes several variables and coefficients. The stress diffusivity coefficient
k is defined as D,BQ/(kgT), where D, = Dye~Fa/*5T represents the diffusion coefficient.
E, is the activation energy, D, is the diffusivity constant, B is the bulk modulus of the
material, kg is Boltzmann’s constant, and 7" is the temperature. The EM driving force (3
is given by (Z*ep) /<), where e is the electron charge, p is the electrical resistivity of the wire,
Z* is the effective charge number, and €2 is the atomic volume for the metal. The equation is

a function of time ¢ and spatial coordinate .

2.1.1 Boundary Conditions

The above equation applies to single-segment wires. However, the reality of ICs is that

their wires create a mesh both in power grids and in the components’ interconnects, creating

9
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the necessity to regard a wire as multi-segment. Thus, changes should be applied to transform
the PDE Eq. 2.1|into a system of Linear Time-Invariatiant (LTT) Ordinary Differential Equations
(ODEs) for multi-segment structures. Firstly, proper boundary conditions (BCs) need to be
applied. Regardless of whether the analysis is on an interconnect or a power line the following
BCs need to be met [38]:

BC1 - Stress Continuity

For every node n;, that s, ..., s; segments of the wire meet, the stress at the node must
remain continuous. So, if o, !n is the stress applied to the node n; from segment s, then the

following must upheld:

0-81 ::O‘Sk ) (2.2)

BC2 — Preservation of flux
Korhonen’s equation obeys the mass conservation law meaning that mass remains balanced
despite all of its transportation in and out of the wire. With S being the total number of

segments this balance is expressed as:

Z///a dz dw dr = 0 2.3)

SLES

BC3 — Zero total net flux
Following the same line of thinking, the sum of the atomic flux must remain zero for

every and any point n; of the segments. Meaning:

> wam, < | m) =0 2.4)

SEESK g
where S,,, = {s1, ..., s, } refer to the segments of the wire, n; are the junction points,
wy, . . ., Wy, the width of the segments, 7, . .., 7, their thickness and ji, . .., j,, the current

density flowing through them.
BC4 — Zero boundary flux
In order to maintain the mass conversion law at every endpoint n; connected to a segment

sk, for that specific segment k the total atomic flux must be equal to zero:
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Figure 2.1: An m-segment interconnect line.

Fig. shows an interconnect wire, segmented into m sections. If the power grid is
made out of Cu DD technology, then each of its layers is electrically isolated from the next
and previous one. This provides the advantage that power grids can be analyzed in lines, the
same way as any other interconnect wire, without the need to perform EM analysis on the

whole of the power grid [39].

2.1.2 Discretization and final equation for stress.

The next step in transforming Eq. is to discretize every wire, for interconnects and
power grid lines alike, uniformly into segments. This process is achieved using the Finite
Difference Method (FDM). Then, combining the discretization process with the application of
the aforementioned BCs, Korhonen’s PDE is converted into a system of ODEs for calculating
the stress over time o (t) [40]. The general form of the final system, that can be applied both

for interconnect structures and for power grid lines is:

Co(t) = Ao (t) + Bj(t) (2.6)

where the number of the segments is defined by the parameter m, the discretization points
are denoted as n, C € R™ " is the coefficient matrix of the EM stress derivative at each
internal node of the system, A € R™*" is the coefficient matrix of the stress and B € R™*™
is the matrix that maps the current densities to the stress at each internal node.

The Eq. .6 can be simplified for analyzing power grid structures, since in that case,

matrix C is the identity matrix. Then, the system becomes:

o(t) = Ao(t) + Bj(t) (2.7)
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These models are used to simulate stress during sign-off for all the structures of the
design to pinpoint the lifetime of the design and validate its EM-safe. If the stress surpasses
the threshold of the critical stress, then voids and hillocks start to form and the structure is
considered broken. The parameter  in Eqs. 2.6 and 2.7 specifies the period the structure would
be active. The stress is calculated for the design’s target lifetime stated in the specifications

and the necessary changes are applied in the structure unless it is found EM-safe.

2.2 Modeling Singe Event Transient faults

As mentioned before, SET faults are soft errors that originate from high-energy particle
hits on a sensitive region of a gate. Soft errors are defined as temporary and non-destructive
errors to the design as opposed to hard errors that are permanent in the circuitry. Even though
particle hits are a frequent occurrence in space, they have also been observed on terrestrial
devices. These hits are generated either from emissions originating from low-concentrated
impurities of the ICs’ packaging materials, such as uranium and thorium, that over time decay
[41], or from cosmic radiation colliding with atmospheric atoms and cascading until they
reach sea level [42]. The former are alpha particles while the latter are energetic neutrons.
Both of them may interact with the silicon nuclei in a chip and create electrical disturbances
and thus potential soft errors.

There are two stages to properly model the transient faults [43]. The first one entails
simulating the particle hit on the gate under test in order to figure out the angles of the hit and
the respective energy the particle needs to carry for current to be created at the output of every
gate in the design as well as the induced current and pulse. The second stage is simulating
the propagation of the pulse throughout the rest of the circuit at various moments in a clock
period, to evaluate whether a soft error would occur or not.

The probability that a transient fault originating at a gate’s output will result in a soft
error is used to evaluate gate sensitivity. After completing the simulations, combining the
sensitivity of each gate contributes to the overall SER estimation of the design. The latter
denotes whether the final design is reliable from the radiation-safe standpoint or whether
radiation-hardening techniques need to be applied to mitigate the phenomenon. The following
sections detail the methods used in the upcoming research to model SET faults, using the

methodology developed in [44].
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2.2.1 Particle hit and propagation modeling

A high-energy particle hit does not guarantee a current pulse is generated. For a transient
fault to be generated the minimum charge caused by the particle’s impact should be at least
equal to the critical charge ().,;;. This metric is unique to each gate, it is solely related to the
device characteristics, and as the technology continually shrinks its value decreases, meaning
that particles of smaller energies can cause a malfunction in circuit operation.

The primary ways to simulate a particle hit and model the resulting additional current and
transient pulse are by using either TCAD tools, e.g. Sentaurus, or electrical SPICE simulations.
The latter is used in the methodologies that follow. The radiation-induced current is modeled
by the double-exponential current pulse and is expressed for every moment in time of a clock

period [45] as:

Iparticle<t> = %(6_”7& - e_t/TB) (28)

where ()., is the collected charge at the gate, 7, is the time moment the electron-hole
pairs are deposited in the p-n junction, and 73 is the time the particle hits the silicon. The
former indicates the rise time of the current pulse and the latter equates to the fall time. Q..y,
contrary to (J..;; is determined by the characteristics of the device, the energy of the particle
hit, and the angle. Utilising the integral of the calculated 1,4, With respect to time, the

Q.rit 1s estimated:

0
Qe = [ D00 2.9)

The next step, after the particle hit, is simulating the propagation of the generated SET
pulse. As mentioned before, SPICE is used for the simulation to determine whether the
pulse would reach a memory element. One important factor is the width of the pulse and
its amplitude, making the SET pulse characterization a crucial process. In turn, these are
affected by the strength of the particle [46]. The simulation itself entails choosing random
transistors and at various time windows during the clock period induce current pulses and
their spread through the rest of the design is examined. As a result, to accumulate accurate
data several iterations of the simulation and characteristics of the pulse are performed. If a
pulse reaches at least one memory element during the latching window, then it is considered
to cause a soft error. For this reason, both setup and hold time for the memory elements are

taken into consideration during the simulations.
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This is one of the inherent masking mechanisms present in the circuit, specifically the
timing masking mechanism. The other two that are present are the logical masking and the
electrical masking. Both of them are taken into consideration and affect the propagation of
the pulse [47]. The high number of simulations needed is to ensure these three mechanisms

are explored sufficiently and thoroughly, even though the total runtime becomes high.

2.2.2 Gate sensitivity and Soft Error Rate

After all the simulations are done, all the necessary data have been accumulated to be able
to compute the gate sensitivity and the SER. Gate sensitivity refers to the probability that a
SET pulse generated at the gate’s output will be latched by a memory element. This metric
is different for every gate in the design and is denoted as Glitch Latching Probability (GLP).
Each gate’s probability is calculated and assigned during the simulations of the particle hits

following this equation:

1n
LP = — latched glitch(z 2.10
G nizlace_g@c(z) (2.10)

where:

n=I[lxext (2.11)

with n as the total number of simulations, [ being the number of the different primary
input vectors needed for including the logical masking mechanism, e denotes the number of
unique width pulses, ¢ is the number of the unique time moments that a soft error was created
during the clock period and latched_glitch is either 1 or 0 depending whether a soft error
occurred or not.

The SER metric corresponds to the total latching probability of the circuitry in its totality,
meaning how sensitive the design is at a soft error occurring from a SET pulse. It is estimated
for every iteration of the simulation and at the end the overall SER,,, is calculated. The
semiconductor industry uses the Failures In Time (FIT) SER metric. SE Rp;r specifies the

soft errors occurring per one billion hours and is calculated using the equation:

SERF]T =FxAx SERPTO[, (212)
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where F' is the neutron flux and A is the area of the circuit under test, which is exposed
to the flux.

This method, as was originally and more thoroughly presented in [44], is implemented
for modeling a SET glitch generating, propagating, and calculating the associating metrics
for deciding the level of reliability of the design. The methodology and the Egs. .§ -

were also used in the ensuing research presented.






Chapter 3

An Efficient Security Closure
Methodology for Electromigration-based

Attacks on Power Grid Structures

3.1 Introduction

The increasing demand for performance and the continuous downscaling of structural
dimensions pose an ongoing challenge to the reliability of these devices. Factors such as
electromigration (EM) have emerged as significant risks for the reliability of modern chips
[48]. Consequently, attackers are progressively utilizing reliability-based HTs to deliberately
induce long-term consequences on the stability and performance of the IC. These malicious
components are designed with the specific target of accelerating several reliability issues,
such as premature aging or EM, in particular, interconnect regions of the IC [49]. Such
effects can result in unexpected system behavior or even system downtime. To detect these
types of attacks, the most established approach is the utilization of side-channel analysis
methods. These methods rely on various parameters, including voltages, currents, and timing,
to identify any anomalous or suspicious behavior in several regions of the chip [24,25,50].

Power grid structures play a critical role in the reliable operation of integrated circuits as
they are responsible for distributing power to logic gates and maintaining overall functionality
in VLSI designs [51]]. To address the increased current within power grids and mitigate EM
stress, substantial decoupling capacitances, acting like a reservoir, are added across multiple

metal layers. These reservoirs consist of passive wire segments designed to enhance reliability

17



Chapter 3. An Efficient Security Closure Methodology for Electromigration-based Attacks
18 on Power Grid Structures

and robustness by providing greater resistance while minimizing impacts on performance and
power consumption of the power grid structure [|1]. While reservoirs are a crucial component
of power grids, they are also susceptible to stealthy attacks that aim to reduce or remove the

reservoirs from the power grid network of the design.

The integration of an efficient security closure methodology into industrial physical design
flows is essential for assessing the functionality of power grids. Thus, an efficient methodology
that utilizes a semi-analytical approach [40] to calculate the time-to-failure of each power
grid line separately was developed. The algorithm discretizes only the spatial domain while
keeping the time domain continuous and incorporates a binary search method to ensure fast

convergence.

3.2 Decoupling capacitance in power grids

Technology nowadays has reached nanoscale dominion making signal integrity a serious
issue, especially in power sources. The power grid of a chip connects with every element
in the design, subjecting it to multiple switching activities within every clock period. The
result of that is a considerable amount of noise to be created that affects the supply voltage
distributed to the design, leading to logic failures, degradation of transistors, and lowering the
reliability of high-performance circuits [52]. To help mitigate any voltage fluctuations in the
power network decoupling capacitors (also known as decap) are added, acting as reservoirs.

These are smaller capacitors that are placed in empty spaces close to the source of the noise.

Research around decaps includes pinpointing where they can be placed since enough
space on the die is needed [53]], and their capacitance size [54]. They can be used in the
interconnects of the design in addition to the power grid, however on the latter, its effect is
the most valuable since the power grid is responsible for the entirety of the design. Placing
decoupling capacitors efficiently and deciding their size is an integral aspect of power grid
optimization [55]. Thus, removing a decap from a finalized and developed power network

would impact both its reliability and the general functionality of the design.
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3.3 Hardware security and power grids

Any attacks aiming at exploiting EM would entail inserting a resistive element such as
narrow wires, at a crucial interconnect point to increase the current flow and as a result,
accelerate the creation of a void in that point of the attack. Attackers can strategically position
these resistive elements within crucial circuit paths, such as clock tree networks, to create
HTs that trigger specific system failures. These modifications, however, can be observed by

side-channel analysis detection techniques.

Another option for keeping the attack stealthy is to remove or modify the decoupling
capacitance structure, which work like reservoirs, within the power grid. These reservoirs
are typically positioned at the cathode terminal of lines, as seen in Fig. B.1, that are more
prone to EM failures. More specifically reservoirs enforce the steady-state stress to remain
below the critical stress, in order to make the power grid structure immortal to EM failures. By
removing the reservoir, the EM stress on the line accelerates, leading to a stealthy degradation

of the TTF well below the desired level.

C?thode Reservoir Atta/ck point

= removal =
R —_ :

Reservoir Main branch Main branch

Figure 3.1: An electromigration-based attack on an AND gate.

Another crucial aspect of the decap removal attack, which needs to be considered, is
its minimal impact on the performance, power consumption, and IR drop of the IC, while
effectively compromising the functionality of the power grid. This characteristic poses a
significant challenge in distinguishing an attacked circuit’s behavior from a legitimate one.
Furthermore, in today’s advanced technology nodes where the margins for EM safe design
are narrower, the threat posed by these Trojans becomes even more concerning. Their impact
can remain at the minimum, meaning they can remain undetected by various side-channel
analysis methods. All of the above have made security closure methodologies a critical aspect

of the physical design methodologies.
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3.4 Security Closure Methodology for Reservoir Reduction
Attacks

Detecting potential EM-based trojans in power grids poses a significant challenge in
implementing an efficient security closure methodology. These Trojans can remain undetected
by avoiding the generation of observable side-channel leakage measurements. Furthermore
conducting comprehensive EM analysis for every potential scenario has become increasingly
difficult since the number of metal lines in modern VLSI power grids has increased. In the
proposed security closure methodology, we adopt an approach where each power grid line is

individually analyzed.

3.4.1 Calculation of power grid’s Time-To-Failure using binary search

An important part of the research is the calculation of the expected TTF. While the
solution methodology is capable of independently computing the EM stress at each time
stamp, it cannot determine the TTF beforehand. To determine the TTF, the methodology

requires the specification of a time interval denoted as [t,in, tmae]. This interval serves as a

Algorithm 1 Calculation of TTF based on the rightmost binary search.
Input: ¢, trax

Output: time to fail 7T F

tleft = Zfmin: Zfright = tmam

while tleft < tm‘ght do
Set the new time stamp t,,,;0 = floor((tie st + tright)/2)

Calculate the EM stress at t,,;; by employing the analytical method.

if 0(timia) > Ocritical then
| Tright =tmid

else
| tieft = tmia + lyear

end

TTF= Zfright

end

reference for identifying the specific time stamp at which the power grid reaches the critical

stress level 0. iticai, thereby indicating the TTF. Following the determination of the time
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interval, a rightmost binary search approach is employed within this interval, as shown in

Alg. [I|. This involves repeatedly calculating the EM stress at selected time stamps such as:

tmid :ﬂoor((tleft + tright)/z)

until convergence is achieved. Convergence is considered to occur when the calculated stress
matches the critical stress value of the technology. This iterative process ensures the accurate
estimation of the expected TTF for the power grid structure. The complexity of the binary
search algorithm is O(logt), where t represents the length of the time interval. However, it
is worth noting that the time intervals involved in power grid analysis are typically tight and
rarely exceed 100 years. Therefore, the overall computational complexity remains manageable

and still can be performed independently for each power grid line.

3.4.2 Methodology for removing the decaps

With an efficient algorithm for computing the TTF of the design developed, the rest of the
methodology is presented. First, each of the power grid lines is extracted separately and the
FDM discretization is applied on each line, as described in [56]. By discretizing each line only
the spatial domain using FDM, while keeping the time domain continuous, we can construct
the systems of equations like Eq. R.7. This parallel approach allows us to effectively model
and analyze the behavior of the power grid, enabling accurate assessment and evaluation of
its reliability.

Once the equation systems are formulated, we employ an efficient semi-analytical solver,
which was proposed in [40], specifically designed for systems resulting from FDM spatial
discretization on power grid line structures. This approach leverages the unique tri-diagonal
structure of the resulting system matrix G which easily tracks Fast Poisson solvers [57] and

leads to the following closed-form matrix equation:

o(t) = VL(t)VTBj (3.1)
where: ~ -
t
er2t—1
L(t) = S (3.2)
ernt_q
L )‘TL
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with V € R™" is the matrix containing the eigenvectors of matrix A and \; with i € [1,n]
are the corresponding eigenvalues. The fundamental advantage of this method is that once
the Eq. is constructed, then the stress can be easily computed by substituting the desired
time stamp ¢ into the equation.

An important aspect of this method is that utilizes the unique tri-diagonal structure of
matrix G to take advantage of fast Poisson solvers, enabling the determination of eigenvalues
and eigenvectors in advance. Specifically, the operations of multiplying matrices V' and V
with vector r, denoted as V'r and Vr, respectively, perform a Discrete Cosine Transform of
type-1I (DCT-II) and an Inverse DCT of type-II (IDCT-II). By employing these transformations,
the computational complexity of matrix multiplication is reduced from O(n?) to O(nlogn).
This solution offers a straightforward and easily parallelizable closed-form equation that can
be independently applied to each different power grid line, efficiently computing the EM

transient stress for a given time ¢ in near-linear time.

Algorithm 2 Security Closure Methodology for Power Grid Structures

1: Extract the power grid network from the design.

2: Construct the corresponding discretized system to calculate the stress of each line.

3: Set the analysis interval [t,n, tmaz| to perform the TTF calculation of each line.

4: For all the lines in parallel perform binary search of Alg. [l
TTF=bs right most(tmin,tmaz)

5: Determine the susceptible lines of the power grid design.

6: Report all the corresponding TTFs with and without reservoirs of the susceptible lines.

After computing the TTF for each power grid line, Algo. [ll, our methodology identifies
the susceptible lines. These susceptible lines are the ones that would become vulnerable
and fail in the event of a potential EM-based Trojan attack that involves reservoir removal.
By detecting these susceptible lines, our methodology provides valuable insights into the
critical points within the power grid structure that are prone to such attacks. Furthermore, the
proposed method reports the TTF with and without the presence of decaps, which helps in
understanding the impact of reservoir removal on the reliability of the IC. This information
enables proactive measures to enhance the security and reliability of the IC, allowing for the
implementation of targeted countermeasures to protect against EM-based Trojan attacks.

Since our methodology performs exhaustive simulations on the power grid lines that are

more susceptible to the creation of EM hotspots, the power grid network can be considered
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EM-safe if the reservoir removal attack does not result in the failure of these lines. The

important steps of our method are summarized in the Alg. [,

3.5 Evaluation of the methodology

3.5.1 Experimental setup

In order to validate the efficiency and the effectiveness of our method, we have conducted
experiments on several large-scale power grid benchmarks from OpenROAD project U These
benchmarks were implemented using different technologies, including a commercial 12nm
FinFET, commercial 28nm FDSOI, and Nangate 45nm libraries. For our evaluation, we have
employed the BFS traversal algorithm to extract the multi-segment interconnect lines from
these benchmarks, with the critical stress level set to SOMPa [39]. The TTF specification
of the benchmarks was set at 20 years, which is a commonly targeted lifetime in processor
design. Algorithms P and [l were implemented in Python using the scientific computation
library Scipy. For all experiments, we conducted the evaluation on a Windows workstation
with a 19-9900K processor of 16 threads and 32GB RAM memory.

TableB.1], demonstrates the characteristics of the benchmarks prepared for our algorithms
to be implemented on them. Specifically, column #Lines reports the number of extracted
lines for each benchmark, while the Dscr: step indicates the discretization step of the spatial
coordinate. The Avg. #Discr. points refers to the average number of discretization points used
in constructing the ODE system. Last, column Min. TTF (yrs) reports for each design its

lifetime with all the decaps in the power grid network.

3.5.2 Assesment of the experimental results

After the construction of the corresponding discretized system, the next big step in Alg.
is to implement the binary search, Alg. [l to calculate the TTF with the reservoirs, find the
susceptible lines of the power grid and re-calculate the TTF without the decaps, which is the
bulk of the time-consuming process and the part the latter algorithm improves. The totality
of the results is shown in Table B.2. Column #Lines is reported again for easy comparison

to column #Susceptible lines that displays the total number of lines with a TTF less than the

!Github repository: https://github.com/The-OpenROAD-Project
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Table 3.1: Characteristics of the benchmarks

Discr. | Avg. #Discr. | Min. TTF
Tech Design | #Lines
step (m) points (yrs)
dyn node | 1402 0.15 2535.86 37
ibex 697 0.19 2754.63 32
45 nm aes 1182 0.18 2897.01 35
jpeg 3505 0.14 3003.14 38
Swerv 5413 0.13 3075.06 30
gcd 191 0.78 7291.04 34
28 nm aes 46 0.80 1626.13 37
jpeg 406 0.76 18875.74 38
gcd 110549 0.02 10689.25 27
ibex 86024 0.02 10665.49 31
12 nm jpeg 2375 0.05 10355.66 37
dyn node | 12472 0.03 10549.42 58
aes 47603 0.02 10653.08 56

expected 20-year lifetime after removing the reservoir.

Additionally, the minimum TTF in years with decaps is restated for comparison with
subcolumn No Decap that holds the respective results. Their difference is calculated in column
Avg. Diff. TTF (%) for ease. Last but not least, the robustness of Alg. |I| is shown in column
Largest Line that informs the total time in seconds for the execution runtime and how many

segments, for reference, the line has.

As demonstrated in Table B2, the developed method effectively identifies the susceptible
lines, which are considerably fewer in number compared to the total lines of each benchmark.
This presents a significant challenge for any side-channel analysis techniques aiming to detect

HTs. Furthermore, it is worth noting that the TTF of the lines has been significantly reduced
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Table 3.2: Experimental results of the methodology for large-scale OpenROAD power grid

benchmarks
Min. TTF (yrs) Largest Line
#Susceptible | Avg. Diff.
Tech Design | #Lines Total
lines TTF (%) | With Decap | No Decap | #segs
time (s)
dyn_node | 1402 15 50.39 37 12 243 8.78
ibex 697 28 29.63 32 14 229 5.66
45 nm aes 1182 18 52.81 35 11 320 12.25
jpeg 3505 12 50.43 38 13 550 30.29
swerv 5413 14 51.81 40 14 597 32.03
gcd 191 14 58.72 34 9 478 3.68
28 nm aes 46 8 40.51 37 11 121 0.13
jpeg 406 10 50.58 38 11 961 14.60
gcd 110549 16 54.82 27 13 1360 | 26.79
ibex 86024 18 41.64 31 16 1312 | 29.81
12 nm jpeg 2375 9 48.15 37 13 220 0.67
dyn_node | 12472 12 63.55 58 13 496 4.71
aes 47603 11 36.17 56 14 979 16.38
Sum . 1M 50
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Figure 3.2: EM stress build-up at t =20 years for a 74-segment line from the 45 nm aes design.

by up to 63%, with a minimum expected lifetime of 9 years.

Furthermore, our methodology can be executed entirely in parallel for different lines,
with the execution time dominated by the largest line. In this regard, the table reveals the
impressive efficiency of our approach in conducting EM analysis, even for the worst-case
scenarios, as evidenced by the runtimes of the largest lines.

Finally, Fig. and Fig. B.3 demonstrate the stress build-up for a 74-segment line from
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Figure 3.3: Transient simulation of the attack point for a 74-segment line from the 45 nm aes

design.

the 45 nm aes design, with and without the presence of a reservoir. In particular, Fig.
depicts the overall stress accumulation at t = 20 years, while Fig. B.3 specifically focuses on
the stress waveforms at the attack point of the line. As can be seen, the attack point surpasses
the critical stress level earlier, resulting in a reduced TTF of the line to 50%. These figures
visually demonstrate the impact of reservoir removal Trojan attacks on the stress distribution
and highlight the importance of reservoirs in maintaining the desired TTF of the power grid

line.



Chapter 4

An Optimal Methodology for EM-based
Hardware Trojan Placement on Clock

Tree Networks

4.1 Introduction

Since the fabrication of ICs is nowadays delegated to third-party foundries to cut down
on costs, an important step of Hardware Security is to test the fabricated chips for any HT
presence. Generally, Hardware Trojans aim to exploit the IC’s characteristics to insert faults.
Reliability issues, such as the Electromigration phenomenon, are prime candidates to be
exploited since they affect the general stability and performance of the IC. Reliability HTs
consider these vulnerabilities for the foundation of their design, functionality, and payload.
Specifically, Electromigration-based Hardware Trojans aggravate the already present EM
phenomenon on the interconnects they target [49].

Even thought various detection techniques are being developed currently, as already
mentioned in [1.2.1], a reliable evaluation of these techniques is intrinsically connected to the
quality of the benchmarks they are tested on. Evaluating the effectiveness of the detection
algorithms is as vital as the algorithms themselves. So, to further aid this endeavor we developed
an algorithm for finding the most optimal place to insert an Electromigration-based Hardware
Trojan (EM-based HT) in a gated clock tree network. [|L]

Generally, trojans aim to exploit the IC’s characteristics to insert faults. Reliability issues,

such as the EM phenomenon, are prime candidates to be exploited since they affect the
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general stability and performance of the IC. Furthermore, advanced process nodes are used
for the chip’s fabrication so they consist by themselves an important risk for the IC [48].
Reliability HTs take these presented vulnerabilities into consideration for the foundation of
their design and functionality. Specifically, EM-based HTs focus on aggravating the already
present phenomenon on the interconnects they target [49].

In this paper, an optimal strategy for EM-based HT benchmark creation for clock tree
networks is proposed. The main contributions of this paper are summarized as follows. First,
it efficiently searches the clock tree network of the design under attack to locate the place
where the reliability-based HT would be injected in a stealthy manner, making it undetectable
through side-channel analysis measurements. Second, the proposed placement strategy can
be readily adapted to clock-gated designs. Last, the fact that EM stress is more pronounced
in vias and junctions of interconnects is leveraged to accelerate the methodology by using
a Model Order Reduction (MOR) approach [38]. The presented algorithm is evaluated by
using a set of clock tree networks derived from microprocessor designs with random control

logic and datapath.

4.2 Gated clock tree networks

The clock tree networks are responsible for synchronizing and facilitating the smooth
operation of the whole of the chip. This renders them a vulnerable component for placing an
EM-based HT. The clock tree reaches the entirety of the IC and is always active, so it has a
high frequency and high average current flowing through its interconnects, and as a result,
is subjected to constant EM stress. However, gated clock tree networks have been suggested
by the research community, primarily to mitigate their overall power consumption [58,59].

A gated clock tree network is activity-driven, meaning there is control logic that, paired
with an enable signal, activates or deactivates part of the clock tree depending on the needs of
the current cycle [60]. So, not all of the clock nets get the same amount of stress and therefore,
some of them are not as vulnerable to failure due to EM as others. Adding sufficient stress to
not EM susceptible nets via a reliability Trojan, to push them beyond the critical threshold,
would make the Trojan less stealthy and more susceptible to detection. Thus, the placement
of the Trojan on the clock tree networks should be taken into serious consideration to achieve

maximum impact on the VLSI design while remaining properly concealed [61,62].
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4.3 Electromigration based Hardware Trojans

A Hardware Trojan alters the behavior of the design it is inserted into in a malicious way.
Electromigration-based Trojans target the reliability of ICs since they play an important role
in the stability and performance of an IC. It accelerates the phenomenon, by increasing the
local current density of an interconnect and leading to its premature failure. This is achieved
by adding resistive elements, such as a narrow, more susceptible to the Electromigration
phenomenon, wire, in the critical paths of an IC. In this case, a critical path does not refer to
the path with the worst delay or the longest, but rather the path whose failure would spread a

fault to the majority of the IC or one of its crucial functionalities.

ﬁ out
S B

Stressing SAO SA0
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Target path
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Figure 4.1: An electromigration-based attack on an AND gate. [|1]

The simplest circuit constituting an Electromigration-based Hardware Trojan is shown
in Fig. [49]. The goal is to add to the current density flowing through the Trojan wire to
increase the stress. For this purpose, a resistor is added that leads to a ground node, completing
a circuit and providing supplementary, constant, current flow. As aforementioned, an added
resistor constitutes the simplest EM-based attack. However, any other circuit or structure
injected having the same effect falls in the same category, making EM-based HTs as diverse
as any other type of HT.

The Trojan in Fig. #.1 manipulates the attacked interconnect’s logic value to be stuck-at-0
(SAO) after the successful attack, exploiting the EM phenomenon. This can be used as a
trigger to target a path of the IC that includes an AND gate. The intended functionality of
an AND gate is shown in Table H.I. However, after the Trojan wire’s insertion, the input

interconnect’s natural aging effects on the attack point accelerate. Ultimately, it fails causing



Chapter 4. An Optimal Methodology for EM-based Hardware Trojan Placement on Clock
30 Tree Networks

the input to the AND gate to be SA0 changing its functionality as shown in Table 4.2 and
affecting any circuit using the out’s logic value. The impact of the attack becomes greater if
the attack point is located on an enable signal since the injected fault renders every component

lead by the AND gate permanently inactive.

Target path | Trojan wire | out Target path | Trojan wire | out
0 0 1 0 0 1
0 1 0 0 0 0
1 0 0 1 0 0
1 1 1 1 0 0
Table 4.1: AND’s truth table before the Table 4.2: AND’s truth table after the
attack. attack.

HTs intend to remain stealthy and undetectable from any side-channel analysis techniques,
the leading methods for HT detection currently in research. These techniques observe any
voltage or current variations on the circuit under test (CUT) that can be attributed to the
presence of an HT while ensuring these variations do not occur from the natural process
variations in an IC [27,28]. However, an EM-based Hardware Trojan may need additional
components inserted into the IC to ensure that the trojan wire will be sufficiently stressed,
which might have an impact on the power consumption of the IC. Thus, making the design
and placement of an EM-based Hardware Trojan challenging. The attacker can leverage
the IC’s designed components to hide the attack behind the circuit’s normal activity while
aggravating the EM phenomenon at the attack point. Furthermore, to further solidify its
stealthiness, the trojan must introduce the minimum current possible to achieve the desired
Time-To-Failure (TTF), so that the power consumption difference to be masked by the natural

process variations.

4.4 Model Order Reduction using the Extended Krylov

Subspace Moment Matching method

The designers of chips simulate their design to analyze its functional behavior, optimize

it, and ensure the overall design’s stability, and reliability, and that its constraints are met
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before fabrication occurs. Nowadays the high complexity of the VLSI designs makes their
modeling and simulation computationally expensive as far as time and memory storage are
concerned. Fortunately, the original system can be reduced to a smaller one with Model Order
Reduction (MOR) techniques, whose functionality at the input-to-output ports is similar to
the original design. They generate a dynamical smaller system that has identical functionality
as the original one in the frequency range of interest [63, 64, 65].

Model Order Reduction methods are divided into two major categories: System Theoretic
and Moment-Matching (MM). The former includes methods such as Balance Truncation
(BT), which achieves better precision of the approximation error but demands high memory
storage and computational costs. The latter ensures lower computational costs, however, they
may not reach a sufficiently reduced order or be as accurate since the approximation error
cannot be estimated beforehand [66,67].

Moment Matching techniques are used to model accurately the signal delays for the
reduced model through the design, based on the original design’s characteristics. These methods,
calculate and choose moments of the spectrum that constitute the subspace of the original
system to generate the reduced model so that it maintains identical functionality and behavior
as the initial. This means that when these moments are used to expand the reduced model,
they will produce a system matching the one calculated from [68]. Many methodologies in
the last three decades have been proposed for constructing this subspace [69,70,[71], one of
the most established ones utilize the standard Krylov Space [[72,[73,74,[75].

In [65], the authors extended these the MM techniques by applying the Extended Krylov
Subspace (EKS) instead of the standard Krylov Space, for the creation of the subspace. The
evaluation of the method shows a significantly greater accuracy achieved of the produced
reduced model, almost eliminating the MM technique’s drawback. Specifically, the new
subspace is defined as the projection matrix V consisting of the standard Krylov subspace

[76,77] Kir(A g, BE) with the extension to include the inverse A ;' resulting in:}

V =range(V) = Ki(Ag, Bg) + K (ALY, Br) 4.1)

where

Ar;=A"'C, BL=A'B

Thus, creating and utilizing the EKS to minimize the disadvantages of the MM technique.

It introduces a small overhead in the calculation expenses but still requires overall less than
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the equivalent of the BT technique.

4.5 The optimal Electromigration-based Trojan placement

algorithm

Combining all of the above in [|l], an algorithm was developed for placing EM-based
reliability HTs in any gated clock tree network and creating challenging benchmarks for
satisfactorily evaluating any side-channel analysis identification technique. It is vital to be
aware of the extra current introduced when deciding the insertion point. It should be enough
to accelerate the EM phenomenon on the target point of the wire to achieve the desired TTF
while remaining under the threshold of being masked as the naturally occurring process
variations of the fabricated IC. Any excessive current introduced, on the one hand, would
make a bigger number of interconnects suitable for placement, on the other hand, would
have a greater impact on the consumption of the power and current in the IC, making the HT
susceptible to be detected by the side-channel analysis methods.

Assessing the EM susceptibility of the clock tree is the first step in our methodology. EM
analysis dictates each wire be discretized into segments and, for each one of them, calculate
its EM stress based on the design’s lifetime specification. As it can be surmised, this process
for each segment of each wire of the clock tree covering the entirety of an IC is both time and
computational consuming. However, research in [[78] shows that vias and blocking points in
the interconnect are more vulnerable to voids due to EM phenomenon. Performing transient
analysis on these regions reveals a peak in the stress function at these points, confirming that
argument [79, 80]. Thus, only those points can be analyzed by excluding the rest through
a MOR process, reducing the resources and the simulation time needed without losing any
accuracy. Specifically, in our methodology, the MM EKS technique was applied. In order to

start the process, we need to define the matrix L as:

y(t) = Lo(t) (4.2)

where y € R? is a vector containing the EM stress at the monitor points, with g being the
number of the selected output points, and L € R?*" is the state-to-output matrix that maps

the internal states to the output points.
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Then, the objective of MOR is to produce a system of the lower order of the Eq. 2.6, that

calculates the stress, as follows:

Ca(t) = AG(t) + Bj(t), y(t) =L&(t) (4.3)

where A € R™", B € R™? and L € R?", with r being the reduced-order of the LTI
ODE system.

The final reduced matrices are generated by firstly applying the EKS MM method already
introduced in Section #.4 to Eq. 2.6 and, ultimately, calculated as:

C=V'EV, A=VTAV, B=V’'B, L=LV (4.4)

With the formation of the needed matrices completed, we have reduced the original
system to a sufficiently less expensive one. The new system needs fewer memory resources
and less time to perform the EM analysis. This step is necessary, especially for the reduction
of the total simulation time needed, since a clock tree network specifically has thousands and
tens of thousands of discretization points, depending on the size of the original design it was
extracted from [81]. The next step in our method is to simulate the reduced order model using
the Backward-Euler (BE) differential approximation formula and solve the linear systems at
each time step to calculate the stress values at every via and junction. For this step, the stress

corresponds to the TTF defined in the original design’s specifications.

Algorithm 3 Optimal EM-based Trojan Placement Procedure

1: Extract the clock tree network from the design.

2: Construct the corresponding discretized system from Korhonen’s Eq. 2.1 and the generalised final
Eq. R.4 by finding the vias/junctions.

3: Do an EM analysis on the clock tree applying the MM method to obtain the reduced system 3.

4: Perform transient analysis based on the design lifetime on the output portion of vector o.

5: Determine the percentage increase in the currents required to attain a desired TTF.

6: Pick the lower percentage as the point of attack to connect the stressing source of the EM-based

HT.

The placement of the EM-based HT results in shortening the TTF to the attack’s desired
one. For this purpose, the following step in our methodology is to calculate the needed

percentile increase of the current density. One essential aspect of the EM-based HT is to
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remain stealthy, by masking its impact on the overall power consumption behind the natural
process variations occurring in the die. With that in mind, the final step of our algorithm is to
pick the point of attack that requires the minimum increase in current for the EM-based HT
to be placed. The final design of the clock tree after the insertion can be seen in Fig. and

a summary of our methodology is found in Alg.f.
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Figure 4.2: Instance of an EM-based HT inserted on the clock tree network. [[1]]

A byproduct of our methodology is the validation of the clock tree under attack as EM-safe.
As part of deciding the insertion point for the HT, it exhaustively simulates the most vulnerable
points to the creation of EM hotspots. Thus, if the introduced stress to all vias and junctions

exceeds the process variation limits, the clock network can be considered EM-safe.

4.6 Evaluation of the methodology

4.6.1 Experimental setup

The proposed methodology was evaluated on three differently sized clock tree networks
extracted from a set of microprocessor designs with random control logic and datapath. The
benchmarks were synthesized using the Nangate 45nm PDK cell library and their TTF was
specified to be 10 years, a usually targeted lifetime for microprocessors. The interconnects
were modeled from the Cu DD technology and their critical stress for a void to be created

was set at 100MPa [82]. Both the MM and the transient analysis parts of our methodology
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for the experiments were implemented in MATLAB R2021 on a Windows computer having

32GB RAM and a 3.6 GHz Intel Core 17 CPU.

Table 4.3: Characteristics of the benchmarks

#discr.
Benchmark || #segments | #vias/junctions TTF (v)
points
clock tree 1 800 801 4018 10
clock tree 2 1000 1001 4557 10
clock tree 3 1200 1201 5438 10

The netlists are extracted and Eq.2.g is formed. Table §.3 provides the state of each
benchmark right before our improved EM analysis is applied. Column #segments refers to
the total number of the segments for each benchmark, while column #vias/junctions refers to
the existing vias and junctions in the clock tree nets. The #discr. points column demonstrates
the total number of the discretization points for the construction of the model and, last but
not least, T7TF (y) states the expected lifetime of the design as defined in the specifications

and the benchmarks have achieved.

4.6.2 Assessment of the experimental results

We employed our methodology on the aforementioned benchmarks in order to find the
optimal placement of the Trojan on the gated clock tree nets to reduce its TTF to 70% and
80% (7 and 8 years respectively). The EM-based HT placement results of the experiments are
documented in the columns of Table #.4. Column #vias/junctions is re-shown as a reference
point for comparison since #susceptible vias/junctions reports the number of them that are
closer to the critical stress and thus a favorable placement point for a stealthy insertion of the
trojan. columns Current increase percentage for 70% of TTF, Current increase percentage
for 80% of TTF demonstrates the minimum needed increase in the current density for the
attack point to exceed the critical stress. Lastly, simulation time (m) reports the execution

time of the proposed methodology.
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Table 4.4: Experimental results of the methodology on clock trees
Current increase | Current increase
#susceptible simulation
Benchmark | #vias/junctions percentage percentage
vias/junctions time (m)
for 70% of TTF | for 80% of TTF
clock tree 1 801 47 8% 0.5% 1.162
clock tree 2 1001 104 5% 1% 1.490
clock tree 3 1201 79 7% 1.5% 2.328

Our method identified several susceptible points for the placement of the reliability-based

HT on the extracted gated clock networks, as shown above. Furthermore, for both reducing

the TTF at 70% and 80%, experimental results illustrate that the current increment needed

for the attack is below 8% which poses a huge challenge for any detection technique utilizing

side-channel analysis [27, 83]. Especially for the 80% of TTF the current increment can be

considered totally insignificant. Additionally, it can be observed that simulating the EM stress

for placing the EM-based HT is remarkably fast since we utilize a MM technique for obtaining

the stresses only in vias and junctions.
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Figure 4.3: Transient simulation of the point of attack for Clock Tree 3.

Finally, Fig. .3 depicts the simulated waveforms of the EM stress of the reduced-order

model at the attack point of the Clock Tree 3 benchmark with and without the presence of the

EM-based HT using a BE integration formula. As can be seen the injection of the Trojan can

shorten the TTF making the clock tree network surpass the critical stress earlier.



Chapter 5

Sensitivity-aware Hardware Trojan
Injection for SET Propagation and Soft
Error Attacks

5.1 Introduction

The ongoing trend of technological miniaturization is, despite its intentions, increasingly
intensifying the reliability concerns [84]. Radiation-induced transient faults pose a significant
threat to the reliability of semiconductor chips. The primary sources of such faults include
alpha particles released from the radioactive decay of the IC packaging materials, as well
as high-energy particles, especially neutrons, originating from cosmic radiation entering the
terrestrial atmosphere [85]. The problem occurs when particles like these strike a sensitive
transistor, thus, generating numerous electron and hole pairs in it that are absorbed by the
transistor’s depletion region, and potentially causing a temporary glitch at the output of the
respective logic gate [30]. This phenomenon is referred to as a Single Event Transient (SET).
Although SETs are non-destructive and do not permanently damage the circuit, they may
propagate through the combinational logic and be captured by a memory element creating a
soft error.

Attackers increasingly exploit reliability issues, like radiation-induced transient faults, to
cause malfunctions and disrupt the IC’s proper behavior. This is achieved by injecting stealthy
reliability-based Hardware Trojans (HTs) in key components in the IC. Reliability HTs with a

trigger are activated by rare conditions, while remaining inactive, otherwise, rendering their
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detection extremely challenging. Specifically, a SET-based HT [36] would remain passive
until high-energetic particles trigger it. The most established ways to detect any HTs use
methods that analyze the side-channel parameters. These methods rely on identifying any
deviation from the design’s specifications that would indicate the presence of an HT and are

evaluated on benchmarks with one already inserted.

Inducing a soft error deliberately on a critical memory element can significantly disrupt
the IC’s functionality. However, not all disturbances, caused by various factors such as particle
hits, necessarily result in a soft error. This is because they might not propagate through the
circuit due to several factors, including the masking effects which offer a form of protection
to the circuit functionality, and the specific characteristics of the SETs, i.e. their pulse width
and height. Furthermore, the IC designer can identify any sensitive gates performing a Soft
Error Rate (SER) analysis [44] and, thus, taking radiation-hardening measures. Therefore, the
placement of a reliability-based HT aiming to exploit a SET that can create a soft error should
be seriously considered. Besides, hardware trojan attacks based on and exploiting radiation

effects on ICs are a subject that still has not been explored adequately.

In this paper, a method for creating designs injected with a SET-triggered reliability HT is
introduced to provide challenging benchmarks for soft error attack identification techniques.
The reliability HT is placed on the output of the target gate to broaden its SET pulse and ensure
the creation of a soft error. SET characterization for each gate in the design and overall SER
analysis is used to identify the sensitive target gates of the design for the injection. Another
essential condition to be fulfilled is the stealthiness of the HT. For this reason, the potential
target gates are filtered, excluding the ones being part of the critical path, as well as the prime
candidates for radiation-hardening, since these would be obvious targets for an HT attack.
We evaluate our method on various ISCAS ’89 benchmarks by identifying the increase of
targeted gates’ sensitivity that follows the HT injection, and demonstrating to what extent

SER is affected.

5.2 Single Event Transient pulses and soft errors

As the CMOS technology downscales, modern ICs have become significantly susceptible
to various phenomena, including transient faults. A SET is a temporary disturbance in the

electrical behavior of a gate caused by a particle hit. Such particles originate from various
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sources, such as alpha particles emitted from the radioactive decay of IC packaging materials
and high-energy particles from cosmic radiation. If a glitch occurs, it can propagate throughout
the circuit and may be latched by at least one memory element, potentially leading to a soft
error.

However, the emergence of a soft error can be prevented due to the existence of the
three mechanisms, that is, Logical, Electrical, and Timing masking, as shown in Fig. .
More specifically, Logical masking occurs when the arriving SET at a gate is blocked due
to a controlling logic value of another input (a). Electrical masking is related to the SET
shape modification during propagation and occurs when the SET is eliminated (b). Finally,
Timing masking occurs when the SET arrives outside the latching window at a flip-flop input,
thus not being able to be latched (c). A SER evaluation tool that assesses the IC sensitivity
to radiation-induced faults should integrate both SET generation and masking mechanisms
occurring at propagation. Such a tool can be utilized to analyze a design’s susceptibility to

SETs for exposing any potential hardware security vulnerabilities.
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Figure 5.1: Average targeted gates sensitivity before and after the HT injection.

As mentioned before, due to the downscale of the technology, a key point in the emergence
of soft errors is the generated SET width. This pulse depends, mainly, on the technology
characteristics, as well as the source of radiation that affects the circuit. While logical and
electrical masking’s contribution to SER may not deviate significantly across technologies,
timing masking is still crucial, given the trend of SET width to increase with technology
downscaling [86,87]. The fact that the generated SET by itself may not always be sufficient, as
regards its width, to be latched and become a soft error, is the motivation behind the proposed

method of this work.
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5.3 Single Event Transient based Hardware Trojan

In general, reliability Trojans cause long-term faults and disrupt the proper operation of
the design by exploiting reliability phenomena and issues [49, 88]. Specifically, a reliability
HT exploiting an occurring SET to attack memory elements of the design guarantees that
the SET propagates from the targeted sensitive gate through the circuit and generates a soft
error. This insurance is an essential element of the attack since, as mentioned before, not
every SET propagates by default through the design to lead to a soft error. One way to
increase the probability of propagation is by SET broadening, which can be applied by the
reliability Trojan. The HT is inserted in the design so it interjects the output of a targeted gate,
and as a result, when a radiation-induced transient fault is generated, it also passes through
the HT. The output signal of the reliability HT that is broadened enough to successfully
realize the intended attack is returned to the original path. As demonstrated in Fig. 5.2, the
output payload, meaning the effect of the HT on the circuit, is the pulse broadened, which is

re-converged to the original path.
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Figure 5.2: The original design’s path (a) and a SET-based HT bypassing it (b).
A circuitry that can be used for the design of a Trojan with such functionality was designed

by the authors in [89]. The presented circuit can tune the pulse width resulting in a minimum

pulse width of 80 ps and a maximum of 270 ns at its output. Thus, an HT can be designed
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to generate a signal that respects the timing constraints of the IC’s specifications, and it can
propagate throughout the IC.

However, a Trojan only consisting of the above circuitry, would be always operating and
broadening every output signal of the targeted gate and, as a consequence be more observable.
This goes against one of the main characteristics of HTs, being stealthy. So, to mitigate this
and further reinforce the HT stealthiness, a trigger based on SETs is introduced. In [36],
the authors have explored SET-triggered HTs and have presented a design that follows that
behavior. As a result, the HT is activated only under the condition of a SET occurring and,

thus, is more challenging to be detected by any side-channel analysis techniques.

5.4 Proposed Algorithm

In this section, we present the sensitivity-aware HT injection methodology, primarily
utilizing the evaluation of the gate vulnerability for the whole design to faults caused by
radiation. The importance of this sensitivity analysis lies in identifying gates that are highly
likely to result in soft errors, contributing to determining the optimal regions for attackers to
insert a SET-based HT.

A modified version of the SER evaluation presented in [90] is utilized in this methodology,
with the exception that it neglects Single Event Multiple Transients (SEMTs) as the proposed
method targets each gate separately to identify its sensitivity. This study adopts the approach
of [44] incorporating Dynamic Timing Analysis (DTA) for SET propagation, resulting in a
more accurate SER analysis. A gate is considered sensitive when there is a high probability
that a generated SET will propagate through the circuit and approach a memory element. In
particular, the characterization of gate sensitivity focuses on each gate individually, injecting
a specific number of particle strikes. In other words, as outlined in the Algorithm }, a sufficient
number of simulations are performed applying transient faults with different amplitudes on
each gate and at various times within the clock period. In that regard, the resultant pulse is
affected by the three masking mechanisms while propagating through the circuit. Ultimately,
the sensitivity of gates corresponds to the probability that all these faults are captured by at
least one memory element.

The significant number of simulations, involving various primary input vectors, and the

circuit complexity, especially in the large-scale ones, are the main critical factors that render
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this process quite time-consuming. However, it provides an accurate analysis to estimate the
sensitivity of the gates contributing significantly to the ultimate objective of increasing the
circuit’s overall susceptibility and, thus, ensuring that more soft errors occur on the memory
elements of the design. This outcome will be achieved by injecting the SET-based HT in
less vulnerable gates, thereby increasing the probability that they may lead to a soft error. In
particular, according to the algorithm, gates are sorted based on the probability that corresponds
to their sensitivity levels. The gates chosen for the insertion of the HTs are those appertaining
to a moderate susceptibility range, specifically, the gates that belong to levels ranging from
50% to 70% of the maximum evaluated sensitivity. The selection of this range stems from
the principle that designers focus on enhancing the radiation-hardness of the critical gates.
Therefore, the potential insertion of the reliability HTs in less susceptible gates will result in

a significant increase in sensitivity.

Algorithm 4 Sensitivity-aware injection methodology of a SET-based HT.

1: Acquire design’s netlist.

2: Perform multiple simulations to evaluate the sensitivity of every gate as well as the design’s
sensitivity as a whole.

3: Sort the gates based on their sensitivity levels.

4: Choose the potential target gates with an average susceptibility range from 50% to 70%.

5. Extract from the selected gates the ones belonging to the critical timing paths.

6: Pick up to 10% to become targeted gates and be injected with the SET-based HT.

Finally, the SET-based HT is important to remain stealthy. For this reason, the target
gates that belong to the critical timing path are excluded from this procedure to ensure that
the design’s timing constraints are not violated. Furthermore, to ensure that any noticeable
gate overhead is not observed, we select only up to 10% of the potential target gates. These,
together with the fact that the targeted gates chosen are within the moderate susceptibility
range already set, provide significantly more challenging benchmarks for any side-channel

analysis identification method.
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5.5 Evaluation of the methodology

5.5.1 Experimental setup

All the experiments are conducted on a Linux workstation with an 8-core Intel Xeon
@3.5 GHz and 16 GB of memory. To obtain a reliable evaluation of our approach, several
typical benchmarks from ISCAS °89 suite are used. All the benchmarks are synthesized
with Synopsys Design Compiler using the 45 nm Nangate OpenCell Library and the PnR

is performed with Cadence Innovus.

Table 5.1: Characteristics of the benchmarks

Bench. || s344 | s400 | s449 | s713 | s1423 | s5378 | s9234 | s13207
#Gates || 231 | 200 | 270 | 504 | 991 | 3018 | 6983 | 9577
#FF's 15 21 19 19 74 179 228 669

The selection of the benchmarks is based on the following criteria; first, the number of
logic gates should be sufficient enough to have an adequate number of sensitive gates as
targets, and second, the circuit size should be large enough to sufficiently simulate SET
propagation on long paths to obtain reliable results, while ensuring that the reliability HT
will remain stealthy. Both of these criteria are met by the benchmarks chosen as Table
reports their characteristics, namely the total number of gates and flip-flops each benchmark

contains.

5.5.2 Assessment of the experimental results

Table presents the evaluation results for some benchmarks. More specifically, we
demonstrate the percentage of the sensitive gates selected for the HT injection, presented in
column Targeted gates (%), after the appliance of the Algo. §. The total number of gates is
also re-shown for quick reference. The simulation results after the HT injection provide the
average aggravation in sensitivity for the targeted gates, alongside the average increase in the
SER for each benchmark. It is notable to comment that in the s9234 benchmark where more
gates are targeted than the s5378, the sensitivity aggravation was greater in the latter. This is

evidence that simply targeting more gates does not result in a more successful attack.
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Table 5.2: Targeted gates sensitivity and SER variation results after the HT Injection

Bench.

# Gates

Targeted gates
(%)

Change (%)

Sensitivity

SER

s344

231

8.6

+40.1

+5.87

s400

200

8.1

+39.4

+5.42

s449

270

7.9

+38.7

+5.24

s713

504

8.5

+37.6

+4.97

s1423

991

7.1

+34.1

+3.63

s5378

3018

6.2

+28.3

+3.22

s9234

6983

7.5

+23.7

+2.78

s13207

9577

6.9

+19.6 +2.49

A particle strike on a SET-based HT gate increases the probability of a soft error emergence.
Therefore, it is crucial to highlight the attack’s impact on the overall circuit sensitivity. In
particular, we can observe that the percentage increase in SER is minimal, which is expected
due to the limited number of target gates selected for injecting the SET-based HT compared
to the total, as highlighted in Table 5.2. Choosing more than 10% of the overall IC’s gates as
targets endangers adding an observable gate overhead to the design and consequently make
the SET-based HT vulnerable to any side-channel analysis detection techniques. Therefore,
the circuits may indeed become a little more sensitive in their entirety, but their functionality

is not visibly affected.

Our primary objective was to significantly aggravate the sensitivity of the chosen gates,
and indeed an average increase of 32.6% is achieved. This fact is presented both by the

percentage of the sensitivity in Table and the average vulnerability of the target gates
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Figure 5.3: Average targeted gates sensitivity before and after the HT injection.

before and after the HT injection as illustrated in Fig. 5.3. Finally, the average difference in

SER of the circuits between HT-free and HT-injected circuit versions is 4.2%.






Chapter 6

Conclusion

6.1 Summarising the thesis

Hardware security is a serious problem and a threat in the industry for over a decade.
However, in recent years a new route has been discovered where HTs focus on exploiting
reliability issues. These trojans aim at aggravating reliability phenomena like EM and SET
faults. The former type of trojans, referred to as EM-based HTs, shortens the TTF of the
attack point and therefore the lifetime of the whole design. An attacks especially on the clock
tree network or the power grid affect the whole functionality of the chip by introducing only
a small overhead and remain stealthy. The latter type of trojans. referred to as SET-based
HTs, ensure the generation and propagation of a SET pulse in order to guarantee a soft
error occurs, injecting a temporary fault in the chip’s operations. The soft error would after
some clock cycles correct itself erasing the traces of the payload of the HT and strengthening
its stealthiness. In this research, three ways to create challenging benchmarks injected with

reliability HTs were described. More specifically:

In Chapter [, a security closure methodology for identifying potentially vulnerable lines
in large-scale power grid structures was presented. The first step of the methodology is to
identify the susceptible lines in the power grid that are most likely to fail, and then calculate
the TTF with and without the presence of decap components. Experimental results demonstrate
that our proposed methodology requires less than 33s for a line with as many as 597 segments
to provide the analysis and the corresponding TTFs to the user, showcasing the achieved
speed. Furthermore, the methodology exhibits high parallelizability, with the overall execution

time primarily determined by the largest power grid line in the input.
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In Chapter |, an algorithm for the optimal placement of EM-based HTs on clock tree
networks was presented. The methodology can efficiently create benchmarks with careful
consideration of the stresses involved as well as the potential impact on circuit performance
and power consumption, ensuring that the HTs remain stealthy from side-channel analysis
techniques. The experimental results show that the suggested approach can create benchmarks
that inject EM-based HTs with a current increase of less than 8% in less than 2.5 minutes.

In Chapter [§, a methodology for injecting a SET-based reliability HT is presented. The
potential target gates was discovered by considering the sensitivity of the design’s gates
through a SER analysis, as well as excluding the more sensitive ones and from the remaining
set, those that belong to critical timing paths. Thus, the proposed methodology ensures the
stealthiness of the reliability HT and provides a challenging benchmark for evaluating any
side-channel analysis identification techniques. The experimental results indicate an average
increase of 32.6% in the sensitivity of the targeted gates and of 4.2% in SER.

In conclusion, the presented research work has provided three efficient, robust, and fast
methodologies for creating challenging HT-inserted benchmarks. Acquiring and choosing
infected benchmarks is a critical step in testing any HT detection techniques and adequately
evaluating their efficiency and competence. For these reasons, these methodologies have been
developed to further aid the efforts against hardware security attacks exploiting reliability

1Ssues.

6.2 Future work

In this thesis, three algorithms were developed for designing as well as implementing
reliability-injected benchmarks. However, there is room for improvement in future research.
Firstly, the work so far focuses only on some of the reliability issues, i.e. EM and SET
faults. The research can be extended on the topics of Negative Bias Temperature Instability
(NBTTI), Gate Oxide short, and Mechanical Stress Effects. Secondly, these techniques utilize
the naturally occurring process variations of the chip as a standard to decide the percentages of
permitted added current. A more accurate calculation of the levels of process variations would
result in choosing better-suited percentages, catered to each design rather than a blanket

number.

Thirdly, all of these techniques, seen from an opposite point of view, can be detection
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techniques for the reliability-based trojans they implement in theory. Properly and thoroughly
evaluating their value as detection techniques can open new routes against the threat of HTs.
Finally, if and when all these are achieved, they can be compiled into one software aiming to

asses a design’s vulnerability to any reliability-based HT in an efficient and in every respect.
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