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PhD Dissertation

Advanced Electromigration Analysis Methods for Long - Term

Reliability and Hardware Security in Complex VLSI Interconnects

Pavlos Stoikos

Abstract

The continuous scaling of integrated circuits (ICs) has introduced significant reliabil-
ity and security concerns, especially in dense VLSI power grid interconnects. Among these
concerns, electromigration (EM) has emerged as a dominant failure mechanism, capable
of degrading the performance and lifetime of modern chips. It is a physics-driven effect,
where momentum transfer from conducting electrons to metal atoms induces atomic migra-
tion along interconnect wires. This process causes gradual material displacement under high
current densities, resulting in void or hillock formation that may eventually lead to open or
short circuits. As technology nodes shrink and current densities rise, EM analysis becomes
increasingly critical to ensuring long-term IC reliability.

In practice, conventional EM assessment methods are primarily empirical and fail to cap-
ture the complex spatiotemporal behavior of EM in modern multi-segment interconnect struc-
tures. While recent physics-based models offer greater accuracy, most implementations are
limited to either the pre-void phase or rely on steady-state assumptions that become invalid
under realistic operating conditions. Moreover, emerging hardware threats have revealed that
EM behavior can be maliciously manipulated to introduce undetectable hardware Trojans,
exposing a security blind spot in traditional reliability methodologies.

To overcome these limitations, this dissertation introduces scalable, physics-based meth-
ods for EM analysis, with attention to both reliability and security aspects in VLSI inter-
connects. It first proposes a complete and scalable EM analysis framework that captures
both the pre- and post-void phases by employing matrix exponential formulation combined
with Krylov-based techniques. Then, a moment matching (MM) approach using asymmet-
ric Krylov projections is introduced to accelerate EM simulations on large-scale intercon-

nect structures. Finally, the work presents a security-aware EM modeling strategy that intro-

xiil
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duces design-level countermeasures to safeguard power grids and detects malicious structural

changes based on deviations in stress evolution.

Keywords

Electromigration; VLSI reliability; Matrix exponential; Krylov subspace; Korhonen’s Equa-
tion; Finite Difference Modeling; Interconnect trees; Hardware Security; Time-to-Failure;

Hardware Trojans



Adaktopikn Aatpifin

Iponyuéveg MéBodor Avarvong Hiektpopetavaotevong yo
Moaxpoypovio ASromotio kot Ac@drera Yakov o IToAdmlokeg

Awaovvoéoerg Ohokinpopévov Kokhopdtmv

IHavrog Xrokog

Abstract

H ocvveyng opikpuvon tov oAokAnpopévev KokAopdtov (integrated circuits — ICs) €xet
EMLPEPEL ONUOVTIKEG TPOKANGELG OG TPOG TNV ASI0MIOTIO KO TNV AGPAAELN, 1O10ATEPA GTOL TTL-
KVE O1060VOESEUEVA STKTLO TPOPOSOGTNG 10YVOC TV KuKA®udTmv VLSI. Meta&d avtdv tov
TPOKANGE®V, 1| NAeKkTpopeTovdotevon (electromigration - EM) éyet avaderyBel oe kupiapyo
unyovicpd actoyiog, wavo va vroPaduicel v amdooon kat ) didpkelo LoNg TV chyypo-
vov pkpokukAoudtov. [lpokeital yio v guotkd eovOpueVo, KATA TO 0Toi0 1 LETAPOPA
OpUNG Ao To NAEKTPOVIO TPOG TO, LETOAAKA ATOLO TPOKAAEL TN OTOSIOKY] LETAKIVIGN TOVG
KOTO P KOG TOV YPAPU®OV dtachvoeons. Avth 1 dadtkacio odnyel og Pabdaio petatdmion
VAKOU VTd cLVONKES VYA TLKVOTNTOG PEVHOTOS, dNUOVPYDOVTOS KeEVA (voids) 1| meplo-
Y€¢ netadlkng cvacmpevong (hillocks), Ta omoia evoéyetat TEMKA VO TPOKAAEGOVV OLOKOTY|
KUKA®poToG 1 Bpayvkikiopa. Kabdbg n teyvoroyia mpoxwpd o€ LKpOTEPOLS KOUPOLS Kot
01 TUKVOTNTEG PEVIATOG aLEAvVovTaL, 1] avaAVGoT Tov avopuévov EM kabictatotr odoéva kot
70 KPio1Un Yo TN 1o PAALoT TG Hakpoypoviag aslomiotiag Tov ICs.

>V wpdén, ot cvpPatikég péBodotl extipumong tov EM givat katd kdplo Adyo eumeipt-
KEG Kol 0dVVATOVV VO OTOTVTTAOGOVY THV TOAVTAOKT YMPOYPOVIKY] GUUTEPLPOPE TOV GE GUY-
YPOVEG, TOADTUNUATIKEG YPOUUEG dlacvvdEoNS. AV Kot TpdSPaTa LOVTEAN PacIoHEVE OTNV
(QULGIKT TPOCPEPOVY HEYOADTEPT aKPIPEL, O1 TEPIOTOTEPES VAOTOMOELS TEpLopilovtan gite
uovo o1 ehomn TP TV ERedvion Kevoo (pre-void), eite Paciloviol o€ TepmT®oEL oTOOE-
PNG KOTAGTAONG, Ol 0moieg KobioTavtal avenapkeis vVITd PEOAMOTIKEG CLVONKES AetToLPYiaG.
EminAéov, mpocpateg anetlég 6To VAKOU £xovv deietl 0TL | svumeprpopd Tov EM pmopet va
napoamoinbel eokeppéva, odNyOVTOG o€ Un aviyvevotueg embéoelg hardware Trojan, amoka-

AOTTOVTOG VO CNUAVTIKO KEVO 0GQUAElng 0TI Tapadoctakes pefddovs alomotiog.

XV



xvi Abstract

[No va avtipetomiotodv avtol ot Teptopiopol, N Tapovea daTplPr| E1GAYEL ETEKTAGIUES
neBOo0VC PaCIOUEVES GE PLGIKA LOVTEAD Yo TNV ovdAvon Tov EM, Aaufdvovtag vrdym
1660 TtV a&lomiotio 660 Kot TIG TaPAUETPOLS acPdAElag TV dtucuvoécewv VLSI. Apyikd,
TPOTEIVETAL £VOL TANPEG KO EMEKTAGILO VTOAOYIGTIKO TAOIGIO TOV KAADMTEL TOGO TN (Ao
TPV OGO KOl LETA TNV ERPAVIOT KEVAOV, Baciopévo otn xpnon eKOeTIKNC Tvakmv (matrix ex-
ponential) oe cuvovacud pe teyvikég Krylov. tn cuvéyelo, avorntiooeTat pio TpocEyyion
TEYVIKNG ToUPLAcLatog podv (moment matching — MM) pe ypfion acOUUETPOV TPOPOADV
Krylov, yia v entdyvvon tov npocopoidsemv tov EM cg dataéelc dtacvvoeons peyd-
g KMpoakoag. Téhog, mapovoidleton pio otpatnyikny povielonoinong tov EM pe yvopova
TNV 0CQAAELD, 1] OOl TPOTEIVEL AVIILETOMIGILO LETPOL GYESOGHOD Yo TNV EVIGYLOT TNG
TPOGTAGING TMV OIKTOMV TPOPOOOGing Kol evtomilel KakOBovieg dopikeg petaforéc Pdoet

anmokAMoemv otnv eEEMEN TGS VOPOCTATIKNG TAOTC.

AgCearg Khewowa

HAextpopetavaostevon; Aéomiotio OlokAnpouévav Kukiopdtov; Exfetkd Iivaxa; Ymo-
yopog Krylov; E&icwon Korhonen; Movtého [enepacpuévav Atapopmdv; Aywyoi Atacuvoé-

ocev; Acpdiern YAkov; Xpdvog Actoyiag; KakoBovia kukAiopata
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Chapter 1

Introduction

1.1 Motivation

The continued scaling of integrated circuits (ICs) has brought tremendous performance
benefits, yet it has also introduced significant reliability and security challenges. These chal-
lenges become even more pronounced as CMOS scaling progresses beyond the 10nm node,
where increased integration density and new device architectures such as FinFETs push in-
terconnect reliability to its limits. This trend, in turn, intensifies long-term reliability con-
cerns, particularly in power delivery networks and interconnects, where electromigration
(EM) emerges as a key failure mechanism. Recognized as one of the most critical degra-
dation phenomena, EM causes gradual material displacement under high current densities,
compromising the structural integrity of metal wires over time. This migration process can
lead to the formation of voids and hillocks, as illustrated in Fig. [l 1], potentially resulting in
open- or short-circuit failures in on-chip interconnects [4]. As a result, EM has become a
dominant reliability limiter in today’s nanoscale interconnects, and has been established as
an integral part of modern VLSI design flows [5].

In the past, several empirical methods for EM analysis have been developed, such as the
application of the Blech criterion [6] followed by the Black’s equation [7]. However, besides
the heuristic nature of these approaches, they suffer from fundamental limitations that lead
to overdesign, increased power consumption, and inefficient area utilization, particularly in
advanced technology nodes [8]. The Blech criterion evaluates whether a wire is “immor-
tal” by computing the product of current density j and wire length [, and comparing it to

a technology-specific threshold. If product j x [ is below this threshold, the wire is consid-

1



2 Chapter 1. Introduction

Metal

Metal

Dlelectrlc

S ——

IVIetaI

oo i B e o

A D|electr|c
-

e g o A

Metal

danidioe
fae-

(a) Void formation due to atomic deple- (b) Hillock formation caused by local-

tion under sustained current stress. ized atomic accumulation.

Figure 1.1: Representative EM-induced microstructural failures in metal interconnects.

ered “immortal” to EM-induced failure. However, this method only applies to single-segment
wires, and fails to capture the complex behavior of multi-segment or mesh-based intercon-
nects, which are common in modern power grids. On the other hand, Black’s equation es-
timates the time-to-failure (TTF) through empirical curve fitting based on temperature and
current density. Although useful for early-stage reliability projections, it assumes uniform ge-
ometry and constant stress conditions, making it unsuitable for realistic circuits. Specifically,
it often results in inaccurate EM lifetime estimates under real operating conditions [9], and
does not account for material flow between interconnected branches, which plays a crucial

role in stress redistribution within dense interconnect networks [[10].

In contrast to previous empirical approaches, Korhonen et al. [[11] proposed a physics-
based model for EM, formulated as a diffusion-like partial differential equation (PDE). This
model accurately captures the fundamental EM mechanism by coupling atomic flux with
the gradient of hydrostatic stress across interconnect segments. Building upon this founda-
tion, various methods have been developed to compute the evolution of EM-induced stress in
single-segment wires, and were later extended to support multi-segment interconnects [[12].
However, applying these techniques to complex interconnect topologies, such as power grid
trees, requires efficient and scalable computational strategies. Some existing approaches [[13,
14,]15] attempt to characterize wire segments as “mortal” or “immortal” based on their steady-
state stress profiles. While such simplifications can reduce computational cost, they inher-

ently overlook the dynamic nature of the EM process. In fact, the time required to reach
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steady-state stress often surpasses the expected lifetime of the IC, making such assumptions
not only inaccurate but also fundamentally unsuitable for capturing the dynamic behavior of

EM in real-world VLSI designs.

In response to these challenges, several models have been developed that perform time-
dependent (transient) analysis, aiming for more accurate and efficient characterization of
EM behavior over time. These models provide deeper insight into the underlying physics
of EM by capturing both the spatial and temporal evolution of stress. In general, these ap-
proaches can be categorized as analytical, numerical, or semi-analytical. Analytical models
offer closed-form solutions with low computational cost but are often constrained by oversim-
plified assumptions and limited applicability to realistic interconnect structures. Numerical
methods, on the other hand, provide greater modeling flexibility and accuracy but tend to be
computationally intensive. To address these trade-ofts, semi-analytical techniques have been
developed to combine the strengths of both, achieving a balance between precision and effi-
ciency. Despite these advancements, most existing methodologies focus primarily on the nu-
cleation phase of EM-induced failure, without addressing the growth phase, which is critical

for a complete and accurate characterization of EM vulnerability in interconnect structures.

Adding to the complexity of EM modeling is the growing intersection between reliability
and hardware security. Recent research has revealed that EM stress evolution can be inten-
tionally influenced to induce premature failure, introducing a class of EM-based Trojans.
Such attacks may be realized by stealthily modifying interconnect structures to accelerate
localized stress accumulation and void formation. These malicious modifications are partic-
ularly insidious as they exploit the physical properties of the EM process itself and remain un-
detectable to conventional EM analysis during chip design. As a result, they expose a critical
vulnerability in current reliability-security design methodologies, demanding new analysis

frameworks that integrate both physical stress modeling and security threat detection.

This dissertation is driven by the need to introduce EM analysis methodologies that com-
bine physical accuracy with computational efficiency, enabling a deeper understanding of
stress evolution over time. While the limitations of recent EM assessment approaches have
been analyzed in detail earlier, this work builds upon that foundation to propose a more com-
plete modeling framework that also considers emerging hardware-level threats exploiting
EM behavior. By addressing both reliability challenges and security concerns, this disserta-

tion contributes to the development of robust and trustworthy ICs for advanced technologies.
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1.2 Thesis contribution

In order to address the limitations of existing EM assessment techniques, this dissertation
introduces a set of advanced methodologies that enable accurate, scalable, and security-aware
EM stress analysis for complex VLSI interconnects. The main contributions of this disserta-

tion are summarized as follows:

* A complete and scalable EM analysis framework covering both pre- and post-void phases.
This work introduces a time-continuous EM stress analysis methodology that captures the
full degradation process, including both pre-void stress evolution and post-void topological
changes. The framework is based on a semi-analytical formulation of Korhonen’s physics-
based model and leverages the matrix exponential solution of the EM system. To enable
scalability for large VLSI power grids, the approach integrates Krylov subspace techniques,
allowing efficient and accurate computation of stress in large-scale industrial designs under

realistic operating conditions.

* A reduced-order modeling approach for EM stress evaluation using asymmetric Krylov
projections. To enhance the scalability of transient EM analysis, an efficient model order
reduction (MOR) technique was developed based on asymmetric projections within the
extended Krylov subspace (EKS). By exploiting the sparsity and structural properties of the
EM system, the proposed method produces compact models that maintain high accuracy,
while significantly reducing the computational cost of transient simulations in large-scale

power grids.

* A security-aware EM modeling and mitigation strategy. The dissertation investigates the
use of EM as a potential hardware Trojan vector and proposes a security closure frame-
work. This method detects malicious structural modifications, such as reservoir removals
and the insertion of current sinks, by analyzing the stress signatures of EM. In addition
to detection, the method introduces targeted design-level countermeasures that enhance
the reliability and security of power grid interconnects against EM-induced failures and

stealthy hardware-level manipulation.
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1.3 Thesis organization

The next chapters of this dissertation are organized as follows. Firstly, Chapter 2 provides
the necessary background on EM, including the fundamental physics and mathematical for-
mulations, with emphasis on Korhonen’s equation. Then, Chapter J3 introduces a scalable
transient EM framework that captures both pre- and post-void phases using the matrix expo-
nential formulation combined with Krylov-based techniques. Chapter f describes a reduced-
order modeling technique based on asymmetric Krylov projections. Chapter [ explores EM
as a hardware security threat and proposes a detection and mitigation framework based on
deviations in stress behavior. Finally, Chapter § concludes the dissertation and outlines future

directions.






Chapter 2

Background

2.1 Electromigration basics

As shown in Fig. R.1|, which is the cross section of a Cu Dual Damascene (DD) wire,
the movement of metal atoms is mainly determined by the resultant of two opposing forces.
The first one, the Fijectron-wing 18 generated by the momentum transfer between electrons and
metal atoms, and is the primary cause of EM. The second force, known as Fi,ck-stress, results
from the uneven concentration of atoms that gives rise to a diffusion-type force opposite
to the electron flow. As EM progresses, the interaction between these two forces drives the
movement of metal atoms in the direction of the current flow, from the cathode (-) to the
anode (+). Over time, the disparity in the concentration of metal atoms between the anode
and the cathode creates a compressive stress in the former and a tensile stress in the latter.
This causes a hillock formation near the anode and a void formation at the cathode, leading
to open circuits and the end of the wire’s lifetime.

It is well known that the movement of metal atoms in a Cu DD interconnect technology
is limited to one layer due to the diffusion barriers, preventing the mass transport to adjacent
layers [[L6]. Consequently, EM analysis of a large interconnect structure, such as a power grid,
can be performed layer by layer. More specifically, each layer has a generic orthogonal mesh
structure that can be divided into a group of multi-segment interconnect trees [|17]. Based on
this, an analysis of every multi-segment interconnect tree is carried out, which is the main
focus of this chapter. Generally, in a multi-segment structure, a set of wire segments and vias
are interconnected with junctions, where each wire segment carries a certain current density.

Fig. depicts an example of a multi-segment interconnect tree.

7
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Figure 2.1: Cross section of a Cu wire indicating the two forces [|L].

Boundary Boundary
Jjunction Junction Via junction Jjunction
e - T s - T Jee I T |
Ji Jk Jkei Jpi S, Jp+i Jm

|

Figure 2.2: An m-segment interconnect tree.

2.2 Korhonen’s model

According to the EM analysis of a multi-segment interconnect tree, the stress evolution
o(x,t) of each segment can be described by the diffusion Korhonen’s PDE [[11], which relates

the stress o to the distance from the cathode . Their relation is expressed as:

9o _ 91 (97, 4
ot oz |"\oz T

, where § = (Z*ep)/S) is the EM driving force and v = D,BQ/(kgT) is the diffusivity

@.1)

of stress with D, = Dye Fa/*5T being the diffusion coefficient. Here, E, is the activation
energy, Dy is the diffusivity constant, j is the current density through the segment of the wire,
Z* is the effective charge number, e is the electron charge, p is the resistivity, € is the atomic
volume for the metal, B is the bulk modulus of the material, kg is Boltzmann’s constant, T’
is the temperature, x is the coordinate along the wire, and ¢ is time. In addition, the stress
gradient Jo /Ox accounts the flux related to Fiucrsiess, the term 55 represents atomic flux
attributable t0 Fiiectron-wind> While the sum of these two (9o /0x + 35) is related to the net
atomic flux.

The described Eq. (R.1)) is supplemented by a set of boundary conditions that relate the
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stress at any point z;, along with a temporal boundary condition that initializes the stress
values at ¢ = 0 []18]. For an intermediate point x; of the structure with degree d;, the set
of incident segments is denoted as S; = {si, S, ..., Sq, }. Therefore, the spatial boundary
conditions are as follows:

(1) Continuity constraints: At any intermediate point z; of the multi-segment tree, the

stress must be continuous:

og (v =24,t) =0, (r=24t), k=1,...,d;—1 (2.2)

(2) Flux constraints: The total atomic flux entering each point z; must be equal to zero:

+ Bjsk> =0 (2.3)
a=x;
, where k;, is the diffusivity of segment sy, j;, is the current density of segment s, which
is positive when directed away from z; and negative when directed into z;, and w, is the
segment width. A special case is that the boundary conditions at any end-point (i.e., point

with degree 1) require zero flux across the blocking boundary, i.e.,

0o,

/s, = 0 2.4

, where j;, is the current density of segment s;, that is incident on end-point ;.

2.3 Post-void stress mechanics

Once a void is formed, it typically appears near terminal nodes or vias, where the local
mechanical stress drops close to zero. This is mainly caused by the accumulation of vacan-
cies generated by EM, especially near the cathode. If the local vacancy concentration exceeds
a critical threshold o.,;;, vacancy supersaturation occurs, leading to the coalescence of va-
cancies and ultimately to void nucleation. At that point, a large stress gradient is generated
between the void and the adjacent material, since the surrounding area retains stress levels
similar to those before void nucleation. The distance over the stress gradient is defined as
effective thickness of the void interface ¢ [19], which is typically very small compared to
the total interconnect length. As a result, the boundary condition at nucleation point x,,. on
segment s, can be described as follows:

0 s s nuc>t
9os | _ulTmet) p o (2.5)
ox 0

T=ZTnuc
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with o, (0,1) = 05, (T, ), since 0 is very small. During this phase, the boundary conditions
Eq. (2.2), (2.3), and (2.4) continue to hold with the initial stress distribution inherited from
the end of the nucleation phase.

Physically, the stress gradient across the void induces a back-stress force Fiuck-siress that
drives atoms to diffuse from regions of high mechanical stress to those of lower stress. This
phenomenon is known as stress migration (SM), and it generally acts as a balancing mech-
anism to counter the effects of EM by redistributing material. However, since a void has
already nucleated, the action of SM may worsen the situation by driving more atoms away
from the void, accelerating material degradation and increasing the risk of an open-circuit

failure.



Chapter 3

Pre- and post-void EM analysis based on

matrix exponential

3.1 Introduction

Given the challenges associated with traditional EM models discussed in Chapter [, ef-
forts have been made to develop more robust modeling techniques. In this context, Korhonen
et al. [11]] implemented an exact physics-based model as PDEs. Building on this work, sev-
eral methodologies have been developed for computing the EM stress in segment lines. More
specifically, these methods can be divided into three main categories. First, numerical meth-
ods, such as [20,21], are well-established due to their simplicity and have already been inte-
grated into commercial tools such as COMSOL [22]. These methods perform discretization
of space and time, and are in principle applicable to a wide spectrum of geometries due to the
spatial discretization. However, they do not scale well and are computationally prohibitive
for large-scale interconnects.

As aresult, the emphasis has been placed to analytical methods for the solutions of Korho-
nen’s equations, which keep both space and time continuous, and can be effectively applied
to large-scale systems. Previous analytical approaches [23] calculate infinite series solutions
and can be applied in general multi-segment interconnects. Moreover, in [|1]], the concept of
stress reflections was introduced, which can also be applied to general multi-segment lines
of arbitrary number of segments. However, the majority of these methods involve approxi-
mation of infinite series with a finite number of terms, which can become expensive since

the number is dependent on both line length and time and cannot be known beforehand.

11
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Semi-analytical methods bridge the gap between fully analytical and numerical approaches,
enabling faster solutions without significant loss of accuracy, even for complex interconnect
topologies. One such method is proposed in [24], which relies on the discrete cosine transform
(DCT) to model the stress evolution in multi-segment lines. However, applying the DCT to
large-scale systems can require substantial memory resources, as it involves computing all
eigenvalues of the system. Another method is presented in [25], but it requires finite-term
approximation of infinite series and accurate computation of eigenvalues to enforce conti-
nuity of stress and mass flux at junctions. These steps can be particularly computationally
intensive, especially for complex interconnect geometries.

Beyond physics-based methods, recent advances in machine learning have introduced
deep learning techniques for fast and scalable EM prediction. For instance, graph neural
network (GNN)-based methods [26], [27] leverage structural and physical features of in-
terconnect networks to efficiently predict EM stress in multi-segment interconnects. Addi-
tionally, [28] introduces a hierarchical physics-informed neural network (PINN) framework,
aiming to provide both accurate and efficient EM analysis across multi-segment interconnect
structures. Although offering scalability, their accuracy depends on the quality and diversity
of the training data, limiting generalization to unseen or complex multi-segment intercon-
nects.

While most existing methods focus on pre-void analysis, accurately modeling the growth
phase is equally important for assessing long-term interconnect reliability. This phase remains
less explored due to the structural discontinuities it introduces. An analytical method in [[19]
addresses this phase but is limited to simple interconnect lines. In the same work, a finite-
element approach [29] has been proposed, which becomes computationally expensive due
to the complex meshing required for large-scale interconnects. Additionally, a PINN-based
method [30] has been introduced, yet its performance is highly dependent on diverse and
comprehensive training datasets.

In this chapter, we present a fast semi-analytical approach for solving Korhonen’s equa-
tion across both the pre-void and post-void phases in general interconnect trees. The main

contributions of this work are summarized as follows:

* Our method accurately computes EM stress at any input time during both the void nucle-
ation and void growth phases by directly evaluating the matrix exponential solution. Unlike

traditional numerical methods, our approach discretizes only the spatial domain, enabling
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time-continuous evaluation without iterative time stepping.

* We propose an optimized application of the extended Krylov subspace (EKS) method to
efficiently approximate the matrix exponential, which can significantly reduce the com-
plexity of the proposed methodology. Exploiting the assumption that each interconnect
segment maintains a constant current density [[18], the EKS construction becomes a one-

time cost.

* As an alternative to EKS, we propose a parameter-free approach based on the rational
Krylov subspace (RKS), which adaptively computes a set of optimal shifts by capturing the
important eigenvalues of the system. This approach enables accurate and compact matrix

exponential approximations without requiring manual selection of shift parameters.

* We develop a Newton-Raphson algorithm to estimate the void nucleation time and location,

directly leveraging the EKS representation for fast and accurate convergence.

» We incorporate a tree-splitting mechanism that models the post-void phase by dynamically
restructuring the interconnect tree into multiple subtrees, allowing for independent analysis

after void formation.

Finally, the proposed method has been extensively validated on large-scale OpenROAD bench-
marks and several artificial interconnect structures, demonstrating great speedups over COM-
SOL with near-perfect agreement. Moreover, it achieves a 27x average speedup over the
state-of-the-art exponential method Higham [2], with only minor accuracy degradation, while

it outperforms other exponential solver Expokit [3] by achieving a 5x faster runtime.

The rest of this chapter is organized as follows. Section 2.1| provides basic background on
EM analysis of interconnect trees. Section 3.2 demonstrates the problem formulation of EM
analysis. Section 3.3 addresses the modeling of void formation and the corresponding tree
restructuring for post-void analysis. Then, Section 3.4 details our main contributions, includ-
ing the matrix exponential formulation, singularity elimination, the application of the EKS
and RKS methods, and the void nucleation estimation algorithm. Section .3 demonstrates
an extensive experimental evaluation of our method on available OpenROAD benchmarks

and several artificial interconnect trees, followed by the conclusions in Section 3.6.
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3.2 Problem formulation

In EM analysis, each segment of the interconnect tree is considered to carry a constant
current density j [[18]. As a result, the Korhonen’s Eq. (2.1)) for each segment takes the fol-
lowing form:

oo 0o

This equation can be uniformly discretized by dividing each segment of the interconnect
tree into points of equal length Az, using the Finite Difference Method (FDM). By applying
a finite difference approximation of the spatial derivative in Eq. (B.1]), for each discretized

point ¢ of the interconnect tree, we get:

doy _ (%55%) - (25
T K AL (3.2)
1e.,
do; Oit1 — 05 0j — 0i-1
A = —_— | = _ 33
(w- &) dt Fﬁ( Az /w ) K( Az /w ) (3-3)

, where w is the width of the wire segment that point ¢ belongs to and a; = w - Ax is the total

area of the segments connected to the point i (see Fig. B.1)). The formula of a; is described as:

1
a; =3 Z ws, - Az (3.4

sLES;
For simplicity of visualization and discretization, we assume the thickness to be negligi-
ble compared to the other two dimensions, effectively treating the interconnect structure as
two-dimensional. However, the same methodology remains applicable in three-dimensional
settings by incorporating the thickness into the local volume term.

After applying FDM on the m-segment interconnect tree of Fig.2.2, the resulting n dis-
cretized points may be located at five different locations, as shown in Fig. B.1|. Considering
the boundary conditions of Eq. (2.2), (2.3), and (R.4), we can rewrite Eq. (8.3) for the n
discretized points into the Ordinary Differential Equation (ODE) system of Eq. (B.5). More
specifically, Eq. (8.3) depicts the stamps of the two boundary points z; and ,,, any point x;
at the middle of a segment, any intermediate junction point z;, and any via junction point ,
with 1 < 7 < 7 < n. As a result, we can write the ODE system for EM stress evolution as

the following Linear time-invariant (LTT) system:

Co(t) = Go(t) + Bj(t) (3.6)
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Figure 3.1: Each discretized point may be located at (a) the left boundary segment, (b) the
middle of a segment, (¢) an intermediate junction, (d) a via junction, and (e) the right bound-

ary segment.The red box around each discretized point represents the corresponding area of

Eq. (B.4).

3.3 Handling void formation

In the case of void formation, FDM must account for boundary condition of Eq. (2.5) at the
void location. Typically, voids appear at end-points, i.e., terminal nodes of the interconnect
tree. However, in more complex cases, voids may form at junction or via junction points
inside an interconnect tree. In such scenarios, the tree must be restructured into subtrees,
effectively “splitting” the original tree at the void location, as illustrated in Fig. B.2. Each
subtree is then treated as an independent system, with the void location becoming a new
terminal node for each of them [31]]. This restructuring allows for post-void analysis to be
performed individually on each subtree.

At the void location, boundary conditions of Eq. (2.2), (2.3), (2.4) and (2.5) are applied.
The discretized form of the stress evolution equation at this point depends on the direction of

the subtree.

1. For left and down subtrees (assuming the void is the last node of the subtree), the

equation takes the form:

5(.7”:7 = (54 0) On1 | T KB j. (3.7)
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2. For right and up subtrees (assuming the void is the first node of the subtree), the equa-

tion becomes:

01
1. K . J1
50’125 —(%—Fl) 1--- [op) + KB (38)

In both cases, the segment widths wg, and wg,, are omitted from the above equations,
since the void point is no longer considered an internal node, but instead acts as a terminal
node. The remaining nodes within each subtree are governed by the standard discretized form

of the ODE system, as defined in Eq. (B.5).

Void nucleation
15 - T8 S S-S 58] ]
Ji jp-]{ S| v Jm
P

Figure 3.2: Tree splitting at a via junction due to void nucleation, resulting in independent

subtrees for post-void analysis.

3.4 Proposed EM stress analysis

3.4.1 Analytical solution

Initially, we elaborate on the matrix exponential time integration that describes the EM
stress evolution. The solution of Eq. (B.6) can be obtained analytically [32]. First, Eq. (8.6)
can be written as:

5(t) = Aa(t) + b(t) (3.9)
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with
A =C'G, b(t) = C_lBj(t) (3.10)

Given that the stress values for all points at £ = 0 are known [|18], the solution at ¢ can be
obtained by:
t
o(t) = e®o(0) + / eI Ab (1) dr (3.11)
0

Since the input vector j(¢) is constant, as described in Section B.2, we can integrate the last

term of Eq. (B.11) analytically, transforming the solution to:

o(t) = e (o(0) + F(t)) — F(t) (3.12)

with
F(t) = A 'b(t) (3.13)

For a detailed derivation of this closed-form solution using the matrix exponential, see Ap-
pendix [A.

While calculating the analytical solution, two major drawbacks arise. The first is the sin-
gularity of the ODE LTI system. More specifically, matrix G is non-invertible, rendering the
calculation of the term F(¢) impossible. This occurs due to the fact that the stress equations
for discretized points are not independent, as there is no ’ground” stress node. The second
drawback is the significant computational and memory cost of the matrix exponential oper-
ator, which arises from the increased order n of the LTI system for finer discretizations or

larger trees.

3.4.2 Singularity elimination for the LTI system

To resolve the singularity of the LTI system, we need to apply an additional independent
equation. According to Korhonen’s equations, the incoming and outcoming mass transport
rates balance out for every discretized point. As a result, the LTI sytem can be extended with

the following independent equation:

> aio; =0 (3.14)
1

, where a; can be calculated using Eq. (8.4)). This equation describes the mass conservation in

the stress kinetics and can be used to substitute a dependent row of matrix G. The singularity
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elimination process is presented in Algorithm [I. As can be seen, the substitution of any k-th
row of matrix G using Eq. (8.14) is performed in step 1, while the k-th row of matrix G is

eliminated in steps 2-11.

Algorithm 1: Singularity elimination for the LTI system
Input: singular matrix G, equation Eq,,,; of Eq. (3.14), original order n, point z, set Ny

of points incident on xj
Output: nonsingular matrix G

G(ka :) = Eqmass

—

[

foreach pointv € Ni do

3 forj=1,...,ndo

4 if j # k then

s w = G(v, k)G~ (k, k)G(v, j)
p G(v,j) = G(v,j) —w

7 end

8 end

9 end

/

0 G =[G(l:k—-1,:),G(k+1: N,
1 G=[G(1:k-1),G (,k+1:N)]

3.4.3 Kirylov subspace-based EM stress analysis

As mentioned before, stress evolution is governed by a large system of ODEs, where
direct computation of the matrix exponential is computationally infeasible due to the high
dimensionality. A well-established strategy for overcoming this bottleneck is to approximate
the action of the matrix exponential on a vector through Krylov subspace projection methods.
For efficiently computing the matrix exponential, which plays a central role in solving LTI
system, we present a model order reduction approach based on the Arnoldi procedure that
estimates the stress values of a multi-segment interconnect tree for every given time ¢. On
one hand, the Arnoldi process generates an orthonormal basis for the Krylov subspace and
yields a low-dimensional Hessenberg matrix H,, (m < n), which approximates the behavior
of the original large matrix A. However, standard Krylov subspaces tend to favor the approx-
imation of large-magnitude eigenvalues, which dominate short-term dynamics. On the other

hand, EM is an inherently slow process, where long-term behavior is mainly dominated by the
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smallest-magnitude eigenvalues of A. Therefore, the main idea is to apply the EKS [33], in
order to get the reduced order model approximating both the largest and the smallest eigen-
values of the original LTI system. The EKS is effectively the combination of the standard
Krylov subspace K,,,/2(A g, Bg) and the inverted subspace ICm/g(Agl, Bg),ie.,

KE(Ag,Bg) = Kiy2(Ag,Bg) + ICm/Z(A]__«jla Bg) =

span{BE,AngE,AEBE,AEQBE,A%BBBE,7 (3 15)
Am/2-1g  A-m/2p '
E E, g E}

, Where:

Ap=C'G, Bp=0(0)+F() (3.16)

Note that, if the desired order is an odd number, the EKS subspace would be similar to Eq.
(B.13) without the last column Agm/ *Bj. The orthogonal basis of the EKS span is stored as
the columns of a projection matrix V,,, = [v1, ..., v,,| € R™*™ which satisfies the so-called

Arnoldi decomposition:
AVm = Vm+1Hm+1 = V’mHm + hm_i_l?mvm_i_le;rn (317)

, where H,,, € R™*™ is the upper Hessenberg matrix, which is the matrix H,,,; without the
last row (0,...,0,h,41,,), and €], = [0,...,0,1]T € R™ is the last canonical basis vector
in R™. Once V,, and H,, are generated, an approximation ¢,,(t) to the matrix exponential

@(t) = e'Av is usually computed as:
G (t) = BV HyeMme (3.18)

,wheree] = [1,0,...,0]" € R™and § =||o(0) + F(t)||. The residual of the approximation
¢ (7) with respect to the ODE system ¢(t) = A¢(t) is defined as:

r(m,t) = A (t) — dm(1) (3.19)

By replacing Eq. (B.17) into Eq. (B.19), the residual norm relative to the norm 3 is formed
as:

Hr(m7 t) H = ’maJrl,mUerle;lethel’ (3.20)
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Algorithm 2: Proposed EKS-based EM stress analysis
Input: matrix Ax = C~!G, initial vector o (0), term F(¢), desired order m, time ¢, budget

erTor €
Output: vector of EM stress ¢ at time ¢
1 B =0(0)+F(t)
2 V=qr([Bg,A,'Bg)) // Perform QR on initial block
3 H < zero matrix of size m x m
4 numBlocks < m/2 // Since block size is 2

5 for j < 1 to numBlocks do

6 cj + [25 —1,27] // Indices for current block
7 voj—1 < V(:,¢;0]) // Second-to-last vector of V
8 v <+ V (5, ¢[1]) // Last vector of V
9 W [Ag - U1, A;Jl - U] // Compute new block vectors

/* Modified Gram-Schmidt orthogonalization against

existing basis */

10 for: < 1to j do
1 ri < (20 — 1, 2]
12 h« V()T w
13 w<—w—V(,r;)-h
14 H(r;,cj) < H(ri,¢;) +h
15 [Unew, h] < qr(w,0) // Orthonormalize new block
16 V [V, Unew] // Append to Krylov basis
17 rig1 < (25 + 1,25+ 2] // Row indices for new part of H
18 H(rjt1,¢5) < h

/* Early termination check (residual norm) *x/

19 | if [[r(m,t)| < e then
20 m=j // Truncate basis

21 break

2 H, =H(1:m,:), V,, =V(;,;1:m)
23 o(t) = BV etflme; — F(t)

The proposed EKS-based stress analysis is outlined in Algorithm . In particular, the EKS
is constructed in a block-wise manner, where two basis vectors are generated per iteration by

alternately applying the system matrix A g and its inverse, as shown in step 9. This dual ex-
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pansion strategy allows the resulting subspace to capture both the high- and low-frequency
eigenvalues of the system, which are essential for accurately modeling the slow dynamics
of EM stress evolution. Each newly generated pair of vectors is orthogonalized against the
existing basis using a modified Gram-Schmidt process (steps 10—14) and appended to the
basis matrix V. In parallel, matrix H is also constructed incrementally on a block-by-block
basis (steps 10—14,18), with new rows and columns added corresponding to each new pair of
vectors. This block-based strategy not only enhances numerical stability but also accelerates
the construction of the EKS by reducing the number of required iterations. The algorithm
continues for m iterations until the residual error of Eq. (B.20) becomes smaller than a tol-
erance error €, ensuring convergence of the method. Once the reduced basis V is computed
in step 23, it is truncated and used to estimate the stress vector at time ¢ via projection of the
matrix exponential. In particular, the EKS needs to be generated only once during the tran-
sient analysis, after which it can be efficiently reused to evaluate stress at any desired time

point.
3.4.4 Rational Krylov subspace for the matrix exponential

Although the EKS method effectively captures both extremal eigenvalues of the system
matrix A, its convergence may still be slow when higher accuracy is required. To further
improve convergence, we propose the use of the RKS, which has been widely recognized as
a powerful alternative for improving convergence rates. Krylov subspace methods in general
approximate the action of large-scale matrix functions on a vector by projecting the problem
onto a lower-dimensional subspace. Although the projection process is usually performed
by an Arnoldi procedure that is independent of the subspace selection, the selected subspace
can critically affect the iterations required to converge to the final solution. Rational Krylov
subspaces, in particular, can provide significantly faster convergence by incorporating shifted
inverse operations into the basis construction. However, a critical challenge in rational Krylov
methods lies in selecting appropriate shift parameters. Poor shift choices can severely degrade
the quality of the subspace [34]. To address this issue, we propose an adaptive parameter-free
procedure, which is able to autogenerate the required shifts, for computing the rational Krylov
subspace. As a result, our method can accurately approximate the matrix exponential operator
by capturing the important eigenvalues, and efficiently estimate the stress values of a multi-
segment interconnect tree at any time ¢. Given a sequence of shifts s={s1, s2, ..., s, }, the

rational Krylov subspace is defined as:
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K2 (Ag,Bg,s) = span{Bg, (Ap — 1.1) 'Bpg, ...,

m1 (3.21)
(Ap —s;1)"'Bp}

j=1

where 1 1
Ap=GE, Bg=00)+A"D (3.22)

The orthogonal basis of the rational subspace is stored as the columns of a projection

matrix V,, =[vq, ..., v,] € R"*™, which satisfies the Arnoldi decomposition:

(AE - SmI)ilvm =V, H, + hm+1,mvm+1e;rn (3.23)

where H,,, € R™*™ is the upper Hessenberg matrix, and €T =[0,...,0,1]T € R™ is the last
canonical basis in R™. Once V,,, and H,,, are computed, an approximation ¢,, (t) to the matrix

exponential ¢(t) =e!A£v can be calculated by:
Bm(t) = BV e (3.24)

where H,,, = (H,,, ' =1)/s,,, €] =[1,0,...,0]T € R™, and 8=|(0) + A~'b||,. The residual
of the approximation ¢, () with respect to the ODE system ¢(t) = A z¢p(t) is defined as:

r(m,t) = Apdu(t) — du(t) (3.25)

By substituting Eq. (8.23) into Eq. (B.29), the residual norm relative to || is formulated as:

Hr(mvt)H = |ma+1,mvm+1wekHaletﬁmel‘ (326)

The proposed RKS-based stress analysis procedure is summarized in Algorithm 8. The
goal of the algorithm is to construct the RKS that accurately approximates the action of the
matrix exponential, while minimizing the residual norm defined in Eq. (8.26). The subspace
is iteratively generated in steps 7-16, where each iteration enriches the basis using a newly
selected shift parameter. The process begins with an initial shift value s, typically chosen
near an eigenvalue of system matrix A that significantly influences the system’s dynamics.
At each iteration, the current basis vector is transformed using a shifted inverse operator, and
then orthogonalized against the existing basis vectors. The reduced matrix T = VTAV is
then updated, and its eigenvalues are used to determine the next optimal shift. To adaptively
guide the subspace construction, Algorithm H is employed to select the next shift s,, -, based
on rational approximation theory. This adaptive selection process allows the method to fo-

cus on the spectral components that are most critical in accurately approximating the matrix
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exponential. Once the residual norm falls below a user-defined tolerance € (step 13), the it-
erative process terminates. In step 17, the final stress vector o (¢) is computed by projecting
the matrix exponential onto the RKS. Importantly, the generated rational Krylov subspace
can be reused to calculate the stress values across multiple time points during the transient

analysis.

Algorithm 3: Rational Krylov-based EM stress analysis
Input: Arp = G 'E, 0(0), f = A~ 'b, desired size myay, time ¢, threshold e, init. shift s;

Output: Stress o at time ¢
1 Compute Bg=0(0) + f
2 Compute initial vector 01 = (Ag — s11)"'Bg
3 Normalize vector v, =01 /||01]||, V=11
4 Compute 7= viTApv;

5 Set sy=newshift(r,si, {s1,7})

6 form=1,...,my, do

7 Oma1=(Ap — smi1l) " toy,

8 Orthogonalize v,,,+1 with respect to vy, ..., Uy,
9 Obtain the coefficients of H,,1.1m

10 Scale V41 =0Um+1/]|Om+1l| s V=[V, Upmt1]

11 Compute T=VTArV
12 Compute eigenvalues {A1,..., A} of T

13 Set spp40= neWShift<{)‘k}k:1:m7 {Sk}k:I:Tm {Sk}kzlzm—i-l)

14 | if|r(m,t)|| < e, then exit the loop
15 end
16 Truncate basis to order m, H,,=H(1 : m,:), V,,,=V(;;1:m)

17 Compute the stress solution o () = BV petfne, — f

Algorithm 4: Selection of a new shift parameter
Input: {\c} 1 {8k imtims {14

Output: new shift spey

1 forj=1,...,1—1do

_ . =P, 222
2 ‘ oj argmaxae[mmﬁﬂ(‘qm((,”)an(z) Hi:lz—sk

3 end

— 1
4 Snew = argmax ( |qm(017---70z—1)|>
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3.4.5 Nucleation time estimation

To estimate the nucleation time ¢,,., we propose a robust root-finding framework based

on the Newton-Raphson method. Importantly, this method reuses the EKS produced by Al-

gorithm ], enabling fast and direct evaluation of stress values at arbitrary times. The complete

procedure is summarized in Algorithm f3.

Algorithm 5: Nucleation time estimation via Newton-Raphson

10

11

12

13

14

15

16

17

18

19

20

21

Input: A, H,,,V,,, threshold ¢, critical stress o, step size factor «, iterations max_iter,
maximum year tpyax

Output: Time to nucleation #,,c, nucleation point ¢

Define uniform time grid {Tk}{gvzl C [0, tmax]

Compute stress matrix 3; j, < [BVetHme; — F(r,)]; where & € R™*N

o™ < max; X

if o' < 04y for all k then

L return Tree is ‘Immortal’

Emin < min{k : o™ > o4t}

t < Tip—p // Initial time guess

thackup < T+ (Tht1 — Tk) // Backup time in case of fail
X}) ¢ argmax; X

True < Xp—k // Location of nucleation point

'min
for i < 1 to max_iter do

if | f(t)| < € then break

trew 4t — o+ $%

while ¢,,.,, < 0 do
a4+ af2

trew 4t — o+ )

t < thew

if t > 4, or divergence then ¢ < tpckup

return t,,c =t, Tpye, Ireeis ‘Susceptible’

Def f(t) = [vaethel - F(t)]mnuc — Ocrit
Def f'(t) = [ABV netme]

Znuc

It begins with a fully physics-informed vectorized initialization. In steps 1-3, the algo-

rithm constructs a uniform time grid {73, }2_; C [0, #1105, evaluates the stress field at each time
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step, and extracts the maximum stress value o™ from the resulting stress matrix ¥ € R™*,
If no value of o™ exceeds the critical threshold o, the interconnect tree is classified as
Immortal and the algorithm is terminated. Otherwise, in steps 6—10, the method identifies the
first time ¢;, at which the threshold is crossed and sets this as the initial guess time Zyess. The
corresponding location x,, is tracked as the likely void nucleation site, and a backup estimate
time fpackyp 1S defined to enhance convergence reliability. Once a valid initial guess time is
determined, in steps 618, we perform a Newton-Raphson iteration to refine the nucleation
time by solving f(t) = [0(t)]s,.. — it = O at nucleation point x,,.. To compute the f'(¢),
we differentiate the stress function of Eq. (B.13) with respect to time ¢, assuming term F(¢) is
constant. This operation leads to dc;—it) = Ae' (6(0) + F(t)). By applying the Krylov-based
matrix exponential approximation of Eq. (8.18), we obtain f'(t) = [A3V,,eHme ], ., which
is the final form used for the Newton-Raphson update step. To ensure that the updated time
remains within physical bounds (i.e., ¢ > 0), the Newton-Raphson step is scaled by a damping
factor o, which is adaptively reduced. This backtracking mechanism improves convergence
stability, especially near sharp gradients or boundaries. In cases where divergence or stag-
nation is detected (i.e., t > t,.x), the algorithm triggers fail-safe switching to the backup

guess time tpackup- Finally, the method returns the refined nucleation time ¢,,. and location

Znue, along with a classification label based on stress evolution and convergence outcome.

3.5 Experimental results

In this Section, we present three sets of experimental results to demonstrate the accuracy
and scalability of our proposed method for both pre-void and post-void analysis. All three ex-
periments are conducted using the EKS, which serves as the core technique in our framework.
Following this, we include a complementary evaluation of the RKS, to explore its accuracy
and compare its performance against EKS across large-scale benchmarks. First, in Section
B.5.1], we apply our method to a complex artificial segment tree with varying widths, as part
of a proof-of-concept experiment. Next, in Section B.5.2, we showcase the scalability of our
algorithms on interconnect tree with increasing number of via junctions (i.e., T junctions),
demonstrating their linear behavior. Then, in Section B.5.3, to validate its applicability on
large-scale power grids, we test our algorithms on OpenROAD benchmarks. Finally, in Sec-

tion B.5.4, we evaluate the alternative RKS-based method on an OpenROAD tree structure,
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followed by a detailed evaluation in multiple large-scale power grid designs.

Our method was compared against the golden solution provided by COMSOL V6.1, a Fi-
nite Element Method (FEM) based tool, across all three parts of the evaluation. Additionally,
it was evaluated against other state-of-the-art methods based on the matrix exponential, such
as Higham [2] for post-void analysis and scalability, and Expokit [3]], which was used exclu-
sively for scalability assessment. In all experiments, the interconnects are assumed to be Cu
DD, and since there is no mass transfer through the vias, the EM analysis is conducted inde-
pendently for each layer and each tree of the power grid. Table B.1f outlines the interconnect

characteristics [35] used in our simulations.

Table 3.1: Cu DD interconnect characteristics for EM analysis

Name Description Value

z* Effective charge number 1

e Electron charge 1.6 x 107 C

) Resistivity 2.25 x 1078 OQm
Bulk modulus of the material 28 GPa

Q| Atomic volume for the metal | 1.18 x 1072 m?

Dy Diffusivity constant 1.3 x 1079 m?/s

kg Boltzmann’s constant 1.38 x 1078 J/K

T Temperature 3718 K

The proposed approach was developed in MATLAB R2021a, utilizing its built-in numer-
ical toolset. However, to enhance the computational efficiency of our method, the Intel MKL
Pardiso package was used to directly solve large-scale systems with improved performance.
For the Newton-Raphson algorithm, the critical stress threshold was defined at 50MPa, while
the variable ¢,,,,, was set at 20 years, reflecting a typical design lifespan in processor design.
Additional parameters for this algorithm include a convergence tolerance of ¢ = 1072, a
damping factor o« = 103, and a maximum iteration count of maz_iter = 103. To ensure a
direct and efficient comparison between the proposed method and COMSOL, we used the
LiveLink™ for MATLAB interface. This integration enabled seamless data exchange and
ensured an accurate evaluation of the experimental results. Specifically, the function mphin-
terp was employed to interpolate the COMSOL solution onto the discretization points of the

proposed method, ensuring consistency in the evaluation metrics. The experiments were ex-
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ecuted on a high-performance Windows system with 32 GB of RAM and a 4.7 GHz Intel
Core 19-9900k processor with 16 threads, ensuring robust computational capacity.
COMSOL v6.1 was used with the Coefficient Form PDE interface, which allows di-
rect implementation of Korhonen’s PDE. The geometry was modeled as a 2D multi-segment
geometry, and material parameters were assigned per segment. Boundary conditions were
defined using the Flux/Source formulation, enabling accurate specification of both zero-flux
(Neumann) and non-zero-flux conditions at segment boundaries. The mesh resolution was
selected to match the spatial accuracy of the FDM discretization used in our method. In par-
ticular, quad meshing was used as the default strategy to preserve element alignment across
wire segments, while triangular meshing was enabled only in the case of quad generation
failure. Finally, COMSOL time-domain simulations were performed using an implicit BE
solver with absolute and relative tolerances set to 107¢ and a fixed time step of At = 0.05

years matching the AEKS-MM simulation grid.

1

—@®— Max rel. error
Reduced size
Runtime

0.8

0.6

0.4

™~
(Vs 1 U\?_§.| ‘F —— hd

100 1071 1072 1073 1074 107> 107 1077
Tolerance error €

Figure 3.3: Tolerance selection for optimal trade-off

Before proceeding with the experimental evaluation, we determined the optimal error pa-
rameter for Algorithm [J to balance accuracy and performance. To achieve this, we applied
our proposed method across various error tolerance levels on an interconnect tree similar to
Fig. B.6, containing 10° T junctions. Fig. B.3 presents the maximum relative error at t = 10
years obtained from the proposed method compared to COMSOL, the computational time
of Algorithm P|, and the number of columns in the EKS. To ensure a fair comparison and

highlight the correlations between these metrics, all variables were normalized in the range
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0, 1]. From the results, we observe that a tolerance error in the range of [107%,1072] pro-
vides an optimal trade-off. At this range, the maximum relative error is sufficiently reduced,
while the reduced order remains within practical limits and the computational time does not
escalate significantly. Thus, choosing a tolerance error around 10~3 ensures high accuracy
without excessive computational cost. This tolerance parameter study was specific to the EKS
method and was not required for RKS, as the adaptive shift selection mechanism governs its

convergence.

3.5.1 Results on an eight-segment tree

We constructed an eight-segment interconnect tree with four T junctions, where each
segment was assigned different width and current density. The segment widths are defined
as follows: w; = wy = 0.5 um, w3 = wy = ws = 0.4 pm, wg = wy = wg = 0.25 um, while
the segment lengths are depicted in Fig. B.4. The corresponding constant current densities
are: j; = —9x 102 A/m?, jo = 9 x 10 A/m?, j3 = =2 x 10'° A/m?, j, =5 x 10° A/m?,
Js = —1 x 1019 A/m?, js = 2.85 x 10 A/m?, j; = —5 x 10 A/m?, and jg = 1 x 11°
A/m?. For this specific example, to align the FEM method with our FDM approach, we set
quad meshing in COMSOL with a width equal to our discretization step Dx. This ensures that
the number of discretized points in FDM and the number of elements in FEM are exactly the
same. As a result, the error introduced by approximating FEM with FDM and simultaneously

enhances the correspondence between spatial points and stress values.

Pre-void EM assessment

To assess the stress evolution before void formation, we performed a transient simula-
tion at ¢ = 20 years, as illustrated in Fig. B.4(a). The colorbar depicts the spatial distribution
of the stress build-up across the artificial tree. The tuples next to the boundary and junction
nodes represent stress values computed by our proposed method and COMSOL, demonstrat-
ing close agreement. In Fig. B.4(b), the relative error computed along the interconnect tree
remains well below 0.8%, confirming the reliability of the reduced order m = 7, using a dis-
cretization step of Dz = 0.5 um. Furthermore, as depicted in Fig. B.4(c), the pre-void stress
evolution in the horizontal segments of the artificial tree was evaluated at ¢ = 5, ¢t = 10,
and ¢t = 20 years, demonstrating that the proposed method accurately follows the COMSOL

solution with minimal deviation.
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Figure 3.4: (a): Comparison of EM stress at t = 20 years, with stress values at each node
presented as tuples, where the proposed solution is shown in black and the COMSOL solution
in blue text. (b): The relative error between our proposed solution and the COMSOL solution

at t = 20 years.
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Figure 3.4: (c): Nucleation phase validation on the horizontal segments of the tree at ¢ = 5,

t = 10, and t = 20 years.

Void formation and transition to the growth phase

As observed in Fig. B.4, at (z,y) = (10, 4) um, the stress exceeds the critical threshold
before ¢t = 20 years, leading to void nucleation and marking the shift from the pre-void to
the growth phase. For the growth phase simulation, we used the pre-void stress profile as the
initial condition at the moment when o (x, y,t) = 0uica at any point (x, y), while maintain-
ing the same current density distribution. vAs discussed in Section B.3, the void formation
causes the interconnect tree to split into two independent subtrees: the left subtree, consisting
of segments (1,2,3,4,5), and the right subtree, comprising segments (6,7,8). For this study, we
focused on the right subtree, performing post-void stress simulations while maintaining the
same spatial discretization step. In Fig. B.3(a), we observe that at ¢ = 0.7 years after the void
nucleation, the stress near the void has reduced to near-zero levels, confirming the expected
EM stress relaxation mechanisms. Additionally, Fig. B.J(b) shows that the relative error re-
mains below 0.8%, further validating the accuracy of our proposed method for the growth
phase. Finally, in Fig. B.5(c), we computed the post-void stress evolution at ¢ = 0.1, ¢ = 0.4,
and ¢ = 0.7 years. The stress profiles obtained from the proposed method and COMSOL
remain nearly identical across the tree throughout the simulation period, with stress values

near the void approaching zero and progressively decreasing.
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Figure 3.5: (a): Comparison of the post-void stress at t = 0.7 years, with stress values at each

node presented as tuples, where the proposed solution is shown in black and the COMSOL

solution in blue text.(b): The relative error between our proposed solution and the COMSOL

subtree att = 0.1,t = 0.4, and t = 0.7 years.

solution at t = 0.7 years. (c) Growth phase validation on the horizontal segments of the right
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3.5.2 Scalability analysis

Table B.2 presents the execution time of the proposed method, along with the exponential
methods Higham [2] and Expokitt [3], as well as COMSOL, for an increasing number of suc-
cessive T junctions as shown in Fig. B.€. All methods calculate the hydrostatic stress at t = 10
years. Note that in an interconnect tree with n T junctions, there are 2n + 1 segments. For
the proposed method, a discretization step was chosen such that each segment corresponds
to 20 points with the dimensions of horizontal segments being 10 gm in length and 0.4 ym in
height, and the dimensions of vertical segments being 5 um in length and 0.2 ym in height.
In Table .2, texp. init Tefers to the execution time for computing F(¢); and ¢y, so1 corresponds
to the total runtime of Algorithm P|. The problem formulation time was not included to en-
sure that the pure speedup of our proposed approach against other methods is not affected.
Additionally, to ensure a fair comparison of COMSOL’s runtime with other methods, only

the stress computation time was measured, excluding the FEM discretization process.

1 2 n-1 n

Nl Hann

Figure 3.6: An interconnect with n successive T juntions.

From Table B.2, we observe that the proposed approach is significantly faster than the
other methods for any number of n T junctions, with the execution time difference increas-
ing as the problem size grows. It is worth noting that the term F(¢), is the most time con-
suming part of the proposed method. However, this computation is performed only once
before the transient analysis. In Fig. B.7, we present the speedups achieved by the proposed
method, which appears to increase linearly compared to the other approaches. As can be
seen, our methodology can be three orders of magnitude faster than COMSOL, with a max-
imum runtime speedup of 416.02x. The significant speedup is due to COMSOL’s depen-
dence on numerical analysis, which requires evaluating all previous time-step solutions to
compute the current one, leading to increased computational overhead. Furthermore, the pro-
posed method remains more efficient for higher values of n compared to Higham [2] and

Expokit [3], achieving an average runtime speedup of 30.7x and 5.31 x, respectively. This
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performance advantage is primarily due to Higham [2] and Expokit [3] relying on Taylor

series expansion, with the former applying it directly and the latter utilizing it through the

Krylov subspace, both of which impact their efficiency in large-scale models.

Table 3.2: Runtime comparison of the proposed method and COMSOL for increasing number

of T junctions
Proposed method (seconds) | Higham | Expokit | COMSOL
n
Texp_init | Lexp. sol tan (seconds) | (seconds) | (seconds)
100 0.015 | 0.001 0.016 0.31 0.03 3.61
500 0.063 | 0.002 0.066 1.50 0.25 16.66
1000 | 0.097 | 0.005 0.102 2.56 0.51 31.78
2000 | 0.212 | 0.008 0.221 5.62 1.14 76.99
10000 | 1.716 | 0.030 1.746 57.58 9.76 601.58
20000 | 2.374 | 0.058 2.432 106.55 16.81 906.21
50000 | 4.062 | 0.143 4.205 195.05 36.35 1749.23
50r 1430
—8— Comsol
451} —— ngham <1400
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40+ 4370
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Figure 3.7: Speedup comparison of the proposed method over COMSOL, Higham [2], and

Number of T junctions

Expokit [3] across different numbers of T-junctions.
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3.5.3 Analysis on OpenROAD power grid designs

In order to perform analysis for both phases on large-scale power grids, we employed sev-
eral OpenROAD circuits designed using commercial 12 nm FinFET, commercial 28 nm FD-
SOI, and Nangate 45 nm technologies. More specifically, these benchmarks are built as mesh-
like orthogonal structures, on which we apply the BFS traversal algorithm to identify the
boundary segments and via segments, then decompose the meshes into multi-segment trees.
Additionally, these benchmarks are synthesized using the open-source tool OpeNPDN [36],
while the IR drop and current densities per segment are computed using PDNSim [37]. Due
to COMSOL’s inefficiency in handling very large circuits, we chose to analyze only the
largest tree from each benchmark, as it indicates the worst-case scenario in terms of runtime
and accuracy. The largest trees are defined as those with the longest overall segment length,
providing a more geometry-aware measure of interconnect complexity. The analysis of each

benchmark was carried out through the following three-step procedure:
1. Apply the Newton-Raphson procedure to determine the nucleation time and location.
2. Split the tree at the nucleation point into two or more subtrees.

3. Select the largest subtree and perform post-void analysis during the growth phase.

Evaluation of nucleation phase metrics

The results for the largest tree of each OpenROAD benchmark during the nucleation phase
are summarized in Table B.3. Specifically, #Segments indicates the total number of horizon-
tal and vertical (via) segments per tree, while #Discr. step refers to the discretization step
for the spatial coordinate. #/nitial size represents the total number of points generated by the
FDM procedure, and #Reduced size denotes the size of the resulting EKS. We also report the
execution time and the number of iterations required by the Newton-Raphson algorithm 5.
Finally, for a fixed time point ¢ = 20 years, we provide the runtime of our proposed method-
ology (Algorithm [), the runtime of the process simulation performed using COMSOL, along
with the corresponding speedup and accuracy metrics. From Table B.3, we observe that the
Newton-Raphson algorithm demonstrates extremely fast convergence, requiring only a small
number of iterations, typically less than 50 for most benchmarks. This confirms its suitability
and efficiency for solving the nonlinear equations arising in the nucleation phase. Moreover,

our method is up to four orders of magnitude faster than COMSOL, with speedups ranging
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Table 3.3: Runtime and accuracy comparison between the proposed method and COMSOL,
as well as Newton-Raphson convergence results, are presented for large-scale OpenROAD

power grids during the nucleation phase.

Largest tree in length Newton Rapshon Runtime Accuracy
Tech. | Design
Discr. Proposed
Initial | Reduced Time COMSOL Relative
#Segments | step #lIter. || method Speed-up
size size (seconds) (seconds) error
(um) (seconds)
dynamic 229 6.00 66226 134 1.30 20 0.284 84.11 296.12x 0.027%
ibex 320 6.00 92787 264 3.88 48 0.371 167.67 452.49x 0.492%
45 nm aes 243 6.00 66224 146 1.52 21 0.322 111.77 347.22x 0.290%
jpeg 550 6.00 | 159888 334 3.13 21 0.626 273.87 437.50x 0.470%
swerv 597 6.00 | 173401 372 3.64 22 0.683 322.18 471.90x 0.788%
gcd 21 0.92 893 28 0.01 6 0.004 2.76 681.75x% 0.060%
28 nm aes 611 2.60 | 248861 530 5.22 20 1.161 69.86 60.19x 0.025%
jpeg 1228 2.60 | 519274 1612 10.31 20 2.294 172.21 75.07 % 0.067%
gcd 220 5.60 28484 58 0.20 6 0.073 79.41 1084.06 x 0.161%
ibex 496 4.00 90769 218 1.81 20 0.375 351.35 936.51x 0.841%
12 nm jpeg 979 4.00 | 179473 264 1.72 7 0.862 144.74 167.83 % 0.806%
dynamic 1312 0.08 | 1201251 3612 24.21 19 6.236 207.26 33.24x 0.292%
aes 1360 0.08 | 1248726 4090 10.63 6 5.814 258.08 44.39x 1.020%

from 33 x to 1084, depending on the specific benchmark. In most cases, the FDM-based
point count is significantly larger than the number of finite elements generated by COMSOL.
This variation is primarily due to architectural differences across benchmarks. For instance,
in the last two benchmarks (both at 12 nm), COMSOL internally generates a smaller system
compared to our method, which explains the relatively lower speedup observed in these cases.
Nevertheless, our approach consistently achieves a reduction percentage greater than 99%,
maintaining relative error below 1%, even for the largest and most complex trees. Extend-
ing this analysis, Fig. B.§(a) depicts a selected region of the 12 nm aes design, consisting of
multiple segments. A highlighted cutline traverses all of these segments, enabling a detailed
analysis of stress variation along a continuous path. Fig. B.8(b) presents the corresponding
stress profile along this cutline, comparing the proposed method with COMSOL at three
time points: ¢ = 0.8, 6.5, and 8.6 years. The results show a strong agreement between the
two methods during the pre-void phase, with nearly identical stress values. Notably, void nu-
cleation is observed near x = 1.51um, where stress deviations begin to appear at later time

steps.
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Figure 3.8: (a) Selected region of the 12 nm aes design with a cutline crossing all segments.
(b) Comparison of stress profiles along the cutline during the nucleation phase, for ¢ = 0.8,

6.5, and 8.6 years.
Evaluation of growth phase metrics

Having completed the experimental evaluation of the nucleation phase, we now turn our
attention to the post-void phase. The corresponding results are summarized in Table B.4.
This table reports the number of segments in the largest subtree obtained after tree splitting
at the void location, along with the spatial discretization step, the system size, and the size of
the EKS. Following the structure of Table B.3, we also provide the runtime of our proposed
methodology and COMSOL at a fixed time point ¢ = 2 years after void nucleation, as well
as the corresponding speedup and accuracy metrics. Finally, Table B.4 includes the results of
the state-of-the-art exponential method Higham [2], which we compare against our approach.
Note that Expokit [3] is omitted from this experiment due to the significantly higher relative
error it produced, despite its superior speedup performance compared to Higham [2], as pre-
viously discussed. Despite the increased system size in the growth phase, the reduced EKS

size remains significantly smaller, achieving over 95% reduction consistently. The runtime
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Table 3.4: Runtime and accuracy comparison of the proposed method against COMSOL and
Higham [2] on large-scale OpenROAD power grids during the growth phase.

Largest tree in length Runtimes Speed-up Accuracy

Tech. | Design Diser: Initial | Reduced || Proposed | Higham | Comsol

#Segments | step Comsol | Higham || Proposed | Higham
Size Size (seconds) | (seconds) | (seconds)
(nm)

dynamic 179 6.00 52219 144 0.265 3.41 23.91 90.33x | 12.88x 0.377% | 0.352%
ibex 270 6.00 78780 268 0.277 433 104.32 376.29x | 15.62x 0.735% | 0.461%
45 nm aes 190 6.00 52217 132 0.251 3.23 69.85 278.63x | 12.88x 0.667% | 0.369%
jpeg 500 6.00 | 145881 302 0.336 11.64 44.18 131.34x | 34.59x% 0.997% | 0.208%
swerv 544 6.00 | 158490 584 0.671 12.72 50.41 75.12x | 18.95x 0.475% | 0.305%
ged 10 0.92 467 18 0.004 0.10 2.21 493.29x | 21.21x 0.800% | 0.325%
28 nm aes 473 2.60 | 145136 452 0.706 23.44 59.92 84.88x | 33.20x 0.693% | 0.006%
jpeg 1113 2.6 451918 1652 2453 98.57 170.85 69.64x | 40.18x 0.960% | 0.396%
ged 166 5.60 21621 72 0.067 1.45 47.87 713.37x | 21.57x% 0.591% | 0.330%
ibex 373 4.00 68324 158 0.348 5.57 43.66 125.44% | 15.99x 0.186% | 0.032%
12nm | jpeg 824 4.00 | 150921 270 0.967 17.55 122.94 127.08x | 18.14x 0.156% | 0.087%
dynamic 1193 0.08 | 1091726 3838 5.139 117.21 192.48 37.46x | 22.81x 1.026% | 0.056%
aes 1306 0.08 | 1200496 3242 5.850 129.38 204.20 3490x | 22.12x 0.585% | 0.228%

of our method continues to significantly outperform COMSOL, achieving speedups of up
to 713 x, and remaining at least 34x faster even in the most challenging cases. Moreover,
the accuracy with respect to COMSOL remains high, with relative error consistently below
1% across all evaluated designs. Although the proposed method produces a relative error
approximately 0.4% higher than that of Higham [2], the relative error remains within accept-
able limit. At the same time, it is consistently faster across all benchmarks, with an average
speedup of 22 . The inferior runtime performance of Higham [2] is attributed not only to
the large number of terms in the Taylor series expansion, but also to the scaling and squaring
step (i.e., subdivision of ), which significantly increases the number of matrix-vector mul-
tiplications. Continuing the analysis in the growth phase, Fig3.9(a) depicts the same region
of the 12 nm aes design as in Fig.3.§(a), now in the post-void state, showing the two subtrees
formed after splitting at the void location near x = 1.51, um. The same cutline is applied
across both subtrees to enable a direct comparison of stress evolution after void nucleation.
Fig. B.9(b) shows the corresponding stress profiles at three time points: ¢ = 0.4, 1.5, and 1.7
years, clearly demonstrating that the proposed method continues to closely match the COM-

SOL solution during the post-void analysis. As expected from Section 2.3, the hydrostatic
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stress at the void location drops sharply toward zero due to the loss of mechanical continu-
ity. At the same time, localized stress peaks appear near the void in both subtrees, resulting
from the large stress gradient established near the void - a response accurately captured by

the proposed method and validated against COMSOL across all evaluated time points.
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Figure 3.9: (a) Selected region of the 12 nm aes design after tree splitting at the void location,
showing both resulting subtrees. (b) Comparison of stress profiles along the cutline during

the growth phase at ¢t = 0.4, 1.5, and 1.7 years.

3.5.4 Evaluation of the RKS-based method

To evaluate the applicability and scalability of our RKS-based method on large-scale
power grids, we applied it to the OpenROAD power grids previously introduced. Unlike the
earlier evaluation in Section B.5.3, we now focus exclusively on the trees with the largest
number of segments and vias, denoted as the “largest tree” for each benchmark. In this ex-

periment, we performed transient EM stress analysis at ¢ = 20 years using both proposed
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Table 3.5: Runtime and accuracy comparison of the proposed EKS- and RKS-based methods

against COMSOL on large-scale OpenROAD power grids.

Largest tree Reduced size Runtimes (seconds) Speed-up (x) Accuracy (%)

Discr.

Tech. | Design #T Initial
#Segments step EKS | RKS EKS | RKS | COMSOL EKS RKS EKS | RKS
junctions size

(nm)
dynamic 640 77 0.25 | 12801 5 3 0.063 | 0.099 12 190.47x | 121.21x | 0.14% | 0.35%
ibex 1096 107 0.25 | 21920 12 10 0.124 | 0.180 21 169.35x | 116.67x | 0.15% | 0.73%
45 nm aes 1327 82 0.25 | 26541 11 8 0.162 | 0.210 26 160.49x | 123.81x | 0.29% | 0.45%
jpeg 3337 184 0.25 | 66741 13 12 0.716 | 0.800 111 155.02x | 138.75x || 0.51% | 0.53%
swerv 5226 27 0.25 | 104521 17 11 1.640 | 1.674 254 154.87x | 151.73x | 0.59% | 0.24%
ged 25 7 1 1001 6 7 0.018 | 0.061 4 222.22x | 65.57x || 0.37% | 0.51%
28 nm aes 421 159 1 16841 8 4 0.043 | 0.081 10 232.55x | 123.46x || 0.55% | 0.79%
jpeg 2285 320 1 91401 14 8 0.377 | 0.402 56 148.54x | 139.3x | 0.63% | 0.54%
ged 276 73 0.1 5520 4 5 0.034 | 0.065 8 235.29x | 123.08x || 0.64% | 0.49%
ibex 1486 165 0.1 29721 9 6 0.184 | 0.232 44 239.13x | 189.66x% || 0.53% | 0.80%
12nm | jpeg 5702 326 0.1 114041 15 11 1.936 | 2.713 505 260.84x | 186.14x || 0.54% | 0.24%
dynamic 10304 437 0.1 | 206081 20 12 5.860 | 7.430 1712 292.15x | 230.42x || 0.97% | 0.37%
aes 13148 453 0.1 | 262961 23 15 10.768 | 12.500 2874 266.90x | 229.92x || 0.82% | 0.73%

EKS- and RKS—based methods compared with COMSOL as reference. The results for the
largest tree of each OpenROAD benchmark are summarized in Table B.5, where #Segments
represents the total number of horizontal and vertical (via) segments per tree and #T junction
describes the number of T junctions per tree. It also includes the reduced sizes produced by the
EKS and RKS methods, their corresponding runtimes, the speedups achieved over COMSOL,
and the relative accuracy of each approach. As shown in the table, the RKS-based method
achieves a maximum relative error below 0.8%, while maintaining a reduction ratio above
99.5% and delivering an average speedup of more than 150 x compared to COMSOL. This is
also visualized in Fig. B.10], which illustrates the EM stress values at selected nodes of a 28 nm
aes tree, with the results from both RKS and COMSOL being nearly indistinguishable. At the
same time, the EKS-based approach achieves even lower average relative errors, consistently
below 1%, while maintaining an even higher average speedup of up to 252 <, and similar re-
duction percentages above 99.5%. As expected, the RKS method exhibits faster convergence
in terms of subspace size, typically requiring fewer basis vectors than EKS to reach a com-
parable accuracy. However, this gain in reduced size does not directly translate into runtime
advantage, as each iteration of the RKS algorithm is more computationally intensive. Overall,

both EKS and RKS perform well in terms of scalability and accuracy, but due to its superior
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runtime performance and slightly higher robustness, EKS remains the preferred approach in

our framework.
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Figure 3.10: Accuracy of our RKS-based method in computing the EM stress at t = 20 years

for a multi-segment tree of a 28 nm aes design.

3.6 Summary

In this chapter, we presented a comprehensive and computationally efficient framework
for EM analysis, capturing both the pre- and post-void stages of stress evolution in general
interconnect trees. Our framework incorporates an efficient semi-analytical solution based on
the matrix exponential and provides a robust root-finding algorithm to accurately determine
both the time and location of void nucleation. By leveraging the EKS, our approach effi-
ciently approximates the matrix exponential operator, enabling fast simulation of large-scale
interconnect trees. This is further enhanced by one-time subspace construction, which allows
stress evaluation at arbitrary time points with minimal computational cost. Experimental re-
sults on artificial interconnect trees and OpenROAD power grids confirm that our approach
is up to 1084 x faster than FEM-based solver COMSOL, while retaining high accuracy with
average relative error 0.5%. Compared to the state-of-the-art exponential method Higham [2],
our approach achieves a speedup of up to 31x, with only a marginal accuracy loss of 0.4%.
It also remains consistently faster than Expokit [3], achieving an average runtime improve-
ment of 5x across all evaluated benchmarks. In addition, we explored the use of the RKS
as an alternative means of approximating the matrix exponential. Although the RKS often
required fewer basis vectors to achieve comparable accuracy, the EKS-based method con-
sistently delivered faster runtimes due to its lower per-iteration cost. Overall, both methods
demonstrated strong scalability and accuracy on large-scale power grids, with EKS emerging

as the preferred choice for our EM analysis framework.
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Chapter 4

EM analysis via asymmetric

Krylov-based model reduction

4.1 Introduction

As mentioned in Chapter B, numerical methods tend to be computationally prohibitive
for EM analysis, particularly in large-scale interconnect structures. This is primarily because
traditional physics-based EM models, after spatial discretization, lead to large-scale descrip-
tor systems that are computationally costly for transient analysis. As a result, the application
of efficient model order reduction (MOR) techniques has become essential for enabling scal-
able EM analysis. MOR approaches are commonly categorized into two main classes. The
first class includes system-theoretic methods such as balanced truncation (BT) [38], which
provide reduced-order models (ROMs) with guaranteed approximation error bounds based
on Hankel singular values. However, classical BT requires the solution of computationally
demanding Lyapunov matrix equations and storing full system operations that are infeasible
for dense matrices, especially when preserving sparsity is critical. The second class includes
moment-matching (MM) techniques, which have gained popularity due to their high compu-
tational efficiency [39]. MM-based ROMs are constructed by matching a set of moments of
the original system’s transfer function. However, the quality of the reduced model depends
entirely on the Krylov subspace used to generate it.

The majority of MM techniques utilize the standard or rational Krylov subspace to esti-
mate the original model. Rational Krylov methods [40,41] offer improved convergence and

preserve matrix sparsity, but they require careful selection of expansion points and do not

43
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provide guaranteed error bounds, which can compromise accuracy or stability. On the other
hand, methods [20, 39, 42] based on the standard Krylov subspace are easy to implement
and effective in many applications. Nonetheless, they suffer from a high-frequency bias and
insufficient resolution of low-frequency behavior, which is especially problematic in EM
analysis. Taking these limitations into account, EKS has been proposed (see Chapter ) to
capture both low- and high-frequency dynamics without requiring user-defined expansion
points. However, its symmetric structure leads to computational inefficiencies, particularly
due to the dense linear system solves and matrix-vector operations required at each iteration,

thereby limiting the scalability of this subspace for large-scale EM systems.

In this chapter, we propose a MM numerical method based on the asymmetric extended
Krylov subspace (AEKS) for efficient EM stress analysis in general interconnect structures.
The main contributions of this chapter are summarized as follows. Firstly, our method lever-
ages the AEKS, a sparsity-aware projection strategy that adaptively enriches the subspace in
the direction of the sparser matrix. This enables the proposed approach to retain the approxi-
mation quality of EKS while significantly reducing the computational overhead, making it an
efficient and scalable approach for EM stress evaluation in large-scale models. Secondly, we
introduce a parallelization strategy for computing the reduced-order response of large-scale
EM systems, enabling scalable Krylov subspace construction and transfer function evaluation
with reuse of sparse matrix factorizations. Finally, the proposed method has been compre-
hensively validated across frequency-domain and transient EM simulations using large-scale
industrial power grid benchmarks. In frequency-domain evaluations, our method consistently
outperforms conventional MM approaches, closely matching the original model across the
spectrum. In transient EM analysis, it achieves high accuracy results, maintaining relative
errors below 0.5% compared to COMSOL. Moreover, it delivers substantial runtime im-
provements of up to 15x over original model simulations and 100x over COMSOL, while

demonstrating robustness under time-varying current density inputs.

The rest of the chapter is organized as follows. Section #.2 provides the theoretical back-
ground of MOR for EM analysis, focusing on the use of MM techniques to reduce the size of
descriptor systems derived from interconnect structures. Section §.3 analyzes the limitations
of standard MM and EK'S methods in the context of large-scale EM models. Sections }.4, %.5
introduce our main contributions, including the proposed AEKS method, and the parallel

Krylov reduction for EM systems. Section §.6 presents a comprehensive experimental eval-
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uation of the proposed method using IBM benchmarks, with final conclusions summarized

in Section .7,

4.2 Background of MOR by MM

As described in Section B.2, for a general m multi-segment interconnect tree discretized
into n points, the resulting LTI system after applying singularity elimination via Algorithm
can be formulated as:

Co(t) = Go(t) + Bj(t),
y(t) = Lo(t)

where G € R("~Dx(=1) js stress diffusion matrix, C € R~ D*(=1 j5 a diagonal matrix,

4.1)

o(t) € R"! denotes the vector of unknown stress values at all discretization points (consti-
tuting internal states of the system), j(¢) € R? represents the vector of input excitations from
the current densities, B € R("~1*? i5 the input-to-state connectivity matrix, L € RP* (1)
is the state-to-output connectivity matrix, and y(¢) € R? is the output vector representing
the observed stress values. Moreover, by denoting the model order as N = n — 1, Eq. (#.1))
can be interpreted as a generalized state-space representation, commonly referred to as the
descriptor form.

The objective of MOR is to produce a reduced order model:
éd(}(t) _Ga ~

dt (4.2)

with é‘:, Ce R™ ", Be R™P, L€ R?*" where the order of the reduced model is r << N
and the output error ||y (£) —y (¢)||2 is small. An equivalent metric of accuracy in the frequency
domain (via Plancherel’s theorem [43]) is the distance ||F(s) — H(s)]|oo, where

H(s) = L(sC—-G) 'B
(s) = L( ) 43)

H(s) = L(sC - G)'B

are the transfer functions of the original and the ROM, and ||.||~ is the induced £, matrix
norm (or the H ., norm of a rational transfer function).

The most important and successful MOR methods for linear systems are based on MM.
They are very efficient in circuit simulation problems and are formulated in a way that has a

direct application to the linear model of (#.1)).
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By applying the Laplace transform to (.1]), we obtain the s domain equations as:
sCo(s) —x(0) = Go(s) + Bu(s)

y(s) = Lo(s)

(4.4)

Assuming that 0(0) = 0 and that a unit impulse excitation is applied (i.e., u(s) = 1), the sys-
tem’s impulse response can be extracted. This assumption is standard in moment-matching
MOR and serves as a mathematical simplification to derive the moments of the transfer func-
tion, rather than a physical input used in simulation. Accordingly, the system can be written
as:
(sC—-G)o(s) =B
y(s) = Lo(s)

and by expanding the Taylor series of x(s) around zero, we derive the following equation:

(4.5)

(sC—G)(xp+xX15+x8°+...) =B (4.6)

The transfer function of (4.1)) is a function of s, and can be expanded into a moment expansion

around s = 0 as follows:
H(S) = MO + M1$ + M282 + M383 NN (47)

where My, M, My, M3, ... are the moments of the transfer function. In general, M, cor-
responds to the steady-state (DC) solution of the underlying linear system. It represents the
system response under constant input conditions, where all dynamic effects are neglected.
Depending on the physical context, this may correspond to the zero-frequency response, the
static stress distribution, or the equilibrium state of the system.

Moreover, M represents the first-order dynamic behavior of the system around steady-
state conditions. In physical terms, it captures the main time constant controlling how the
system responds dynamically to external inputs. In general, M; is related to the system ma-
trices as:

M, = L(G™'C)'G'B (4.8)

The goal of MM reduction techniques is the derivation of a ROM where some moments M,
of the reduced-order transfer function H(s) match some moments of the original transfer
function H(s).

Let us now denote the two projection matrices onto a lower dimensional subspace as

V,, V, € RV*" These matrices can be derived from the associated moments using one or
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more expansion points. As a result, if we assume that s = 0, then the matrices V, and V., are

defined as follows:
range(V,) = span{G~'B, (G 'C)G'B, ...,

(G'C)'G !B}
range(Vy) = span{L” (CTG LT ... (CTG )L™} (4.9)

The computed ROM matches the first 2 moments and is obtained by the following matrices:

C=vlicv,, G=VIGV,, B=V/B, L=LV, (4.10)
This reduced model provides a good approximation around the DC point. Finally, in case we
employ a one-sided Krylov method, which is usually the case, the matrix V, can be set equal

to V,., an equality that also holds for symmetric systems.

4.3 Specification of EKS and its application to MM

The essence of MM methods is to iteratively compute a projection subspace, and then
project the original system into this subspace in order to obtain the ROM of (#.2). The di-
mension of the projection subspace is increased in every iteration, until an a priori” selection
of the moments is matched. More specifically, if r is the desired order for the reduced sys-
tem and k£ = g is the number of moments (where p denotes the total number of input/output
ports), then V € RY*" is a projection matrix whose columns span the r-dimensional Krylov
subspace:

K.(Ag,Bg) = span{Bg, AgBg, ALBg, ..., A% 'Bg} (4.11)

where

Ap;=G7!C, B=G'B (4.12)
Then, the ROM is obtained through the following matrix transformations:
c=vicv, G=Vv'Ggv, B=V'B, L=LV (4.13)

with é, C € R™", B e R™P, L € R, Although efficient, this construction captures
high-frequency dynamics, which is less effective in applications such as EM stress analysis,

where long-term stress evolution is governed by low-frequency behavior.
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The effectiveness of the projection process can be improved by expanding around more
points than s = 0, leading to rational Krylov subspaces with targeted expansion points [40,
41]]. However, the selection of expansion points is nontrivial and problem-dependent. To
avoid this ambiguity, we consider the EKS, which combines both standard and inverse Krylov
subspaces, thereby expanding the subspace around both s = 0 and s = co. Formally, the EKS
is defined as:

KE(Ap,Bg) = K, /2(Ag,Bg) + ’Cr/z(Aﬁl, Bg) =
SpCLTL{BE, AEIBE7 AEBE, AE;QBE, AQEBE, AEBBE, ey
AU B AP B) (4.14)

This construction achieves spectral enrichment across a broad frequency range without re-
quiring the manual selection of expansion points. It has been successfully applied in ma-
trix function approximation [44], Lyapunov and Sylvester equation solvers [45,46], demon-
strating significant improvements in the performance of Krylov-subspace methods. Unlike
weighted approaches such as [47], EKS avoids ambiguity in the choice of expansion points.
Also, an earlier version of this subspace was presented at [48].

In Chapter [8, we applied the EKS framework in the context of EM analysis to reduce
the computational cost of matrix exponential evaluations during time-domain stress simula-
tions. This earlier application demonstrated the capability of EKS to capture slow dynamics
and long-term stress evolution with improved numerical stability. Nevertheless, the symmet-
ric expansion of EKS requires both forward and inverse matrix operations at every iteration,
which becomes computationally expensive in large-scale EM systems characterized by struc-

turally unbalanced matrices (e.g., one sparse and one dense).

4.4 Proposed asymmetric Krylov-based method

To address the limitation of symmetric subspace construction in traditional EKS meth-
ods, we propose the AEKS as an efficient and scalable MOR strategy tailored for EM stress
analysis in large-scale interconnect structures. Unlike EKS, which symmetrically alternates
between forward and inverse matrix operations, AEKS introduces a sparsity-aware expansion
strategy that prioritizes computational efficiency without compromising spectral enrichment.
In practical implementations, the inputs to construct the EKS are not actually the matrices

Ar = G7'C and By = G 'B but the original system matrices G and C which are very
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sparse in typical EM problems. This is because the generally dense inverse matrices G+
and C~! are only needed for matrix-vector products during basis construction. These prod-
ucts can be implemented as sparse linear solves (CY = R and GY = R) by employing any
sparse direct [49] or iterative [50] algorithm. However, in typical EM problems that one of
the matrices G or C is considerably sparser than the other. In that case, the solves with C are
much more efficient than the solves with G, and it can be very computationally beneficial to
deviate from symmetry in the construction of the EKS (#.14).

Following this principle, our method begins by computing the sparsity (i.e., number of
nonzeros) of the matrices G and C, expands predominantly in the direction (A ; or A ;") that
will generate more sparse solves, by adding one moment block corresponding to the denser
solve for every m moment blocks of the sparser solve. For example, in the usual case where
C is sparser than G, and for m = 3, the proposed AEKS method will generate one moment
block of A = G~1C after 3 moment blocks of A ' = C~'G, and will create the following

r-dimensional subspace:
KA (Ap,Bg) = K,/4(Ag,Bg) + Kz (A", Bp) =

SpCZTL{BE, AElBE, AEZBE, AégBE, AEBE, AE4BE> ey
Ag/4)—1BE’ AE(3T/4_2)BE, AE(3T/4_1)BE, AE;?)T/ZLBE} (415)

The AEKS procedure is shown visually in Fig. 4. 1] (compared with the symmetric EKS),

and its computation is given in Algorithm .

-

Figure 4.1: Visual representation of (a) the EKS sequence, (b) the AEKS sequence. Blue and

purple blocks correspond to powers of matrices A and A", respectively.

In steps 1-7, the algorithm begins by checking whether the number of non-zero entries in
matrix C is smaller than that in matrix G. Based on this, it constructs the initial orthonormal
basis and sets the appropriate dense and sparse matrix operators accordingly. During each

iteration (steps 9-19), the algorithm applies the appropriate operator (either Dense Op or
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Algorithm 6: AEKS construction method via MM
Input: Ap = G~ !C,Bg = G B, desired order r, #ports p, modulo m

Output: Projection matrix V
1 if nnz(C) < nnz(G) then
2 | VU « qr(Bp, A;'Bg])
3 Dense Op < AZL Sparse Op < Apg
4 else

5 VU «— qr([A;'Bg,Bg))

6 Dense Op < Ag; Sparse Op < AEl
7 end

k< [r/((m+1)-p)]
9 forj=1,...,kdo

=]

10 if j mod m = 0 then

1 ‘ V, < Dense_Op applied to the (5 — m)™ block from the end of V)
12 else

13 ‘ V1 < Sparse_Op applied to the last block of v

14 end

15 Vo = orth(Vl,V(j),p)
16 Vi3 qr(Vg)
17 VU (VO V3]

18 j+—J3+1
19 end

20 V4 VO 1:7);

Algorithm 7: Orthogonalization w.r.t. another matrix
Input: V,, VU #ports p

Output: Vo
1 Function orth (V;, VU p):
2 fork;=1,...,5do
3 ko = 2p(k1 — 1), ks = 2pk;
4 Vo=V =V (i ko +1:k3)VOT (kg +1:k3)V,
5 end
6 return V,

7 End Function
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Sparse_ Op) to compute a new candidate block vector V7, orthogonalizes it against the ex-
isting basis vectors using Algorithm [7 (step 15) [51], normalizes it through QR factorization,
and then appends the result to the evolving subspace (step 17). Finally, in step 20, the basis

1s truncated to the desired reduced order 7.

4.5 Efficient computation of the reduced-order response and
transfer function

To efficiently compute the transfer function and the output response of a multi-input
multi-output (MIMO) descriptor model like (.1]), we can consider the following single-input

multi-output (SIMO) subsystems:

do(t)

yi(t) = Lo (1)

where b; is the i-th column of matrix B, and u;(t) is the i-th input (i = 1,...,p). From

these SIMO subsystems, the output of the MIMO descriptor system is y(s) = Z’; L, yi(s) =
> hi(s)u(s), where

hZ(S) = L(SC — G)_lbi

This effectively represents the superposition property of linear and time-invariant (LTI) sys-
tems.

The above decomposition can be employed for the parallel computation of the reduced-
order MIMO transfer function. In particular, for each SIMO subsystem of (4.16), a projection

matrix V; € RY*" can be computed, whose columns span the 7-dimensional EKS (or AEKS):
K (Ap,bi’) = K jo(Ap,bi’) + K, o(AL', bY) =
span{bf A'bE ApbZ A ’bF ALbF AbE ...
AUPTIBE AT PpE) (4.17)

where b” = A~'b;. The computation of the projection matrices (by Algorithm f) is indepen-
dent from one another and can be performed in parallel. The reduced-order SISO subsystems

can then be computed in parallel as:

E,=V'EV,, A,=VTAV,, b,=V'b;, L,=LV, (4.18)
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The 7-th column of the MIMO reduced-order transfer function would then be:

h;(s) = Li(sC; — G;)'b; + d; (4.19)
and the whole MIMO ROM transfer function can be derived as the concatenation:
H(s) = [hy(s); hy(s);...;hy(s)] (4.20)

It must be noted that this decomposition it is better combined with direct solvers, since the
computation of the Krylov subspace requires sparse solves with G and C as we mentioned
previously. Using direct solvers, one can pre-compute the proper decomposition of the above

matrices and then re-use them in each parallel computation.

4.6 Experimental results

In this section, we provide a detailed experimental evaluation of the proposed Asymmetric
EKS-MM methodology. The experiments are organized into three parts. First, we investigate
the numerical performance and quality of AEKS-MM against conventional Krylov subspace
approaches, including MM and EKS-MM methods. Our evaluation focuses on large-scale
industrial power grids, examining the accuracy, computational efficiency, and frequency do-
main behavior of the generated ROMs. Second, our approach is compared to COMSOL v5.5,
a FEM-based solver, for an artificial multi-segment interconnect tree. Finally, we perform
EM stress analysis on representative large-scale power grids to further evaluate the appli-
cability of our proposed method. For time-domain simulations, an implicit Backward Euler
(BE) method was employed for solving the ROMs derived from AEKS-MM. All power grid
structures analyzed in this work are assumed to be made of Cu DD interconnects. This as-
sumption allows each layer and interconnect structure to be analyzed independently under the
local stress models. The proposed AEKS-MM methodology was developed using MATLAB
R2021a, utilizing its built-in numerical toolset for matrix operations, linear solves, and sparse
matrix handling. All experiments were conducted on a high-performance Windows system
equipped with a 4.7 GHz Intel Core 19-9900k CPU, 32 GB RAM, and 16 threads, ensuring
robust computational capacity for large-scale transient simulations.

Prior to the full experimental evaluation, we conducted a sensitivity study to determine
the optimal choice of the modulo parameter m in Algorithm ], balancing reduction time

and accuracy. Four industrial benchmarks were selected, each featuring approximately 1.6
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million discretization points and 900 interconnect segments on average, covering a wide
range of sparsity ratios v = nnz(C')/nnz(G), with v € [0.2, 0.6], representative of all IBM
cases. Fig. shows the impact of varying m € [1,6] on the relative error of the transfer
function and the corresponding reduction time across the four benchmarks. For low spar-
sity (v = 0.21), the best trade-off is achieved with m = 2, while for moderate sparsity
(v = 0.33,0.42), m = 3 performs best. In cases of higher sparsity (v = 0.56), m = 4
provides improved accuracy at reasonable cost. These trends provide practical guidance for

selecting the parameter m according to the sparsity pattern of the problem.
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Figure 4.2: Modulo m parameter selection for optimal trade-off across four industrial bench-

marks with varying sparsity ratios 7.

4.6.1 Accuracy and performance evaluation of ROMs

For the experimental evaluation of the proposed methodology, we used the available IBM
power grid benchmarks [52]. Each power grid structure was processed using a BFS algorithm
to extract representative multi-segment interconnect lines suitable for EM stress analysis. To
compute the DC steady-state currents required for EM stress analysis, we performed DC
simulations using the circuit simulator tool, Ngspice [53]. From each benchmark, we se-
lected the interconnect line containing the highest number of discretization points, as these
represent the most challenging cases for transient EM stress evolution. The corresponding

ODE systems derived from the discretization were subsequently used to construct ROMs
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based on the different krylov subspace methods evaluated. EKS-MM and AEKS-MM were
implemented following the procedures described in Sections §.3 and }.5, respectively, and
were compared against a standard MM method using the superposition property. For a fair
comparison, an appropriate number of matching moments was selected so that the resulting

ROM orders were identical across EKS-MM, AEKS-MM, and MM.

Table 4.1: Results of EKS-MM and AEKS-MM vs MM for industrial IBM power grids

MM EKS-MM AEKS-MM
Bench. Order | #ports ROM Max | Time Max | Error Red. | Time Max | Error Red. | Time
Order Error (s) Error (%) (s) Error (%) (s)
ibmpgl || 52695 269 538 || 1.194 | 0.717 || 0.014 38.57 0917 || 0.451 17.54 0.164
ibmpg2 || 115765 192 384 || 0.443 | 0.511 | 0.057 74.38 0.841 || 0.128 66.68 0.255
ibmpg3 || 381211 383 | 1532 || 0.276 | 4.759 || 0.161 36.98 6.492 || 0.162 24.83 1.254
ibmpg4 || 631361 | 487 | 1948 || 0.916 | 10.614 || 0.066 75.86 11.648 || 0.774 53.84 1.634
ibmpg5 || 866481 538 | 2152 || 1.026 | 14.223 || 0.149 80.12 16.721 || 0.563 62.14 2.264
ibmpg6 || 1694769 | 966 | 2898 || 1.182 | 20.958 || 0.726 68.46 27.608 || 0.976 43.18 4.643
ibmpg7 || 2260831 | 563 | 2815 || 1.747 | 37.488 || 0.363 54.01 40.965 || 0.775 41.85 6.190
ibmpg8 || 3229510 | 580 | 3480 || 0.464 | 59.590 || 0.087 40.16 66.272 || 0.146 19.64 10.593

Our results are reported in the remaining columns of Table §.1|. The characteristics of the
selected lines are shown in the first two columns of table, where Order refers to the num-
ber of discretization nodes, and #ports indicates the total number of junctions and end-points
present in the interconnect line. Also, ROM Order refers to the size of A and E ROM ma-
trices, Max Error refers to the error between the infinity norms of the transfer functions, i.e.,
I[H(s) — H(s)||oo = MaXge[100,10'2] |H(s) — H(s)|, Time refers to the computational time
(in seconds) needed to generate each submatrix h;(s) of (4.20), while Error Red. refers to
the error reduction percentage achieved by EKS-MM and AEKS-MM over MM. It can be
clearly verified that, compared to MM for similar ROM order, EKS-MM and AEKS-MM
produce ROMs with significantly smaller error. As depicted in Table §.1|, the Error Red.
ranges from 36.98% to 80.12% for EKS-MM, while for AEKS-MM ranges from 19.64% to
66.68%. The differences in error reduction percentages across benchmarks stem primarily
from structural and topological variations among the selected interconnects, such as length,
number of segments, and current densities. Additionally, the observed error reduction de-

pends on the specific port locations used to define the transfer function, since the frequency
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content and dynamic behavior of the response can vary significantly between ports. These
combined effects explain the variations in error reduction percentages across benchmarks.
The execution time of EKS-MM is negligibly larger than standard MM for each moment
computation, due to the expansion in two points, however, the efficient implementation can
effectively mask this overhead to a substantial extent and make the procedure applicable
to large-scale interconnect lines. On the other hand, AEKS-MM leverages the sparse solve
operation to dramatically reduce the overall runtime, while maintaining an acceptable error
margin compared to EKS-MM, with a maximum error difference of only 0.4. More specifi-
cally, AEKS-MM achieves significant average runtime speedups of up to 7x over EKS-MM
and 6x over MM.
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Figure 4.3: Comparison of transfer functions of ROMs obtained by EKS-MM, AEKS-MM,
and MM in the frequency range [10°, 10'?] for ibmpg1 and ibmpg4 benchmarks at ports (5,5)
and (10,10), respectively.
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Frequency response at port (15,15) of ibmpg?7
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Figure 4.4: Comparison of transfer functions and absolute error magnitudes of ROMs ob-
tained by EKS-MM, AEKS-MM, and MM in the frequency range [10°, 10'?] for ibmpg?7 at
port (15,15).

To demonstrate the accuracy of our method, we compare the transfer functions of the orig-
inal model with those of the ROMs generated by EKS-MM, AEKS-MM, and MM. The cor-
responding transfer functions for the selected interconnect lines from the bmpgl and ibmpg4
benchmarks, over the frequency band [10°, 10'?] Hz, are shown in Fig. 4.3. Additionally,
Fig. .4 presents the transfer functions of the ROMs produced by EKS-MM, AEKS-MM,
and MM, along with the corresponding absolute errors with respect to the original model, for
the selected line from the ibmpg7 benchmark within the same frequency band.

As can be observed, the responses of the EKS-MM and AEKS-MM ROMs closely follow
the original model across the entire frequency range, whereas the MM ROM exhibits notice-
able deviations. In particular, the ROMs generated by MM fail to accurately capture dips

and overshoots appearing at certain frequency bands, leading to significant mismatches with
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the original response. This behavior highlights the advantage of using two-sided projection

methods such as AEKS-MM for accurately capturing broadband dynamics.

4.6.2 EM stress evaluation on a seven-segment tree
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Figure 4.5: (a)-(c): Comparison of EM stress att = 5, ¢t = 10, and ¢ = 20 years, respec-

tively. The stress at each node is shown as a tuple, with our AEKS-MM solution in black and

the COMSOL solution in blue text. (d): The relative error between our proposed solution and

the COMSOL solution at ¢ = 20 years.

To validate the accuracy of our approach on complex geometries, an artificial seven-

segment interconnect tree with four T-junctions was constructed, where each segment was

assigned a different width and current density. The segment widths are defined as follows:

w; = 0.6 um, wy = wz = wy = 0.25 um, ws = wg = wy = 0.4 wm, while the segment

lengths are depicted in Fig. #.3. The corresponding constant current densities are: j; = —2 X
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102 A/m?, jo = =3 x 109A/m?, js = 4 x 10° A/m?, and j3 = j, = js = jr = 1 x 10°
A/m?. Also, we performed transient simulation using the ROM from AEKS-MM at ¢ =
5,t = 10, and t = 20 years, as shown in Figs. §.5(a)-(c), with the colorbars depicting
the spatial distribution of the stress build-up across the artificial trees. The tuples next to
boundary or junction nodes are the values computed by our method and COMSOL. In Fig.
#.3(d), the relative error along the tree is found to be well below 0.7% with a reduced order
r = 4 after applying a discretization step Dz = 2.5 um. This stress distribution reveals
compressive stress near anodes and tensile stress near cathodes, as expected from EM-driven
atomic flux. In particular, junction and via junction points exhibit localized stress peaks,

indicating potential EM hotspots where material failure is likely to occur. d stress values.

4.6.3 Transient EM analysis on IBM power grid benchmarks

For EM stress assessment on very large-scale power grids, we utilized the interconnect
lines provided in Table @. 1| to evaluate the scalability and reliability of our proposed methodol-
ogy. These benchmarks include up to 3.2 million degrees of freedom (DOFs), over 2300 in-
terconnect segments, and as many as 966 ports, representing realistic and highly complex
industrial designs. Specifically, the ROMs generated by AEKS-MM were used to perform
transient EM analysis over a simulation window of 20 years, with a discretization step of
t = 0.05 years using the BE method. The results for the selected interconnect lines from
the IBM benchmarks are presented in Table §.2, where we report the runtimes of the origi-
nal model, the runtimes of the AEKS-MM simulation (including the ROM construction time
as listed in Table §.1)), and the corresponding runtimes obtained from COMSOL simulation.
Furthermore, the table includes the speedups achieved by our methodology with respect to
both the original model and COMSOL, along with accuracy metrics, where the COMSOL
results are used as the reference solution.

As shown, our methodology achieves an average speedup of 15 x compared to the original
model, and an average speedup of 100x relative to COMSOL simulations. It is also observed
that the ROM construction phase accounts for about 85% of the total simulation time, indicat-
ing that the main computational overhead stems from the reduction procedure itself. Although
the reduction is performed only once for each interconnect structure during EM analysis, in
large-scale power grids containing tens of thousands of interconnects, this overhead could be-

come a bottleneck. This observation highlights the critical importance of selecting an efficient
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Krylov subspace generation method for MOR techniques applied to EM reliability analysis.
Moreover, our methodology achieves a mean relative error of 0.4% compared to COMSOL,
while maintaining an average deviation of only 0.12% to the original model. These gains are
especially significant given the limitations of COMSOL in large-scale EM analysis. Although
COMSOL provides a flexible environment for FEM-based PDE simulation, it solves the full-
order system without inherent model reduction capabilities. As a result, it suffers from poor
scalability and high computational cost when applied to large-scale interconnect structures,
making it impractical for fast or repeated EM stress evaluations. Furthermore, COMSOL 1is
constrained by an upper bound of approximately one million DOFs and demands substantial

memory resources, often leading to excessive runtimes or simulation failures.

Table 4.2: Results between the AEKS-MM method and COMSOL for large-scale IBM power

grids
Transient analysis (seconds) Speed-up (x) Accuracy (%)
Bench.
Original | AEKS - MM | COMSOL || Original | COMSOL | Original | AEKS - MM

ibmpgl 2.19 0.19 24.49 11.50x | 128.58x 0.17% 0.51%
ibmpg2 2.69 0.31 79.57 8.78 x 259.52x 0.04% 0.08%
ibmpg3 6.37 1.36 141.83 4.70x 104.58 x 0.24% 0.83%
ibmpg4 10.97 1.85 176.92 5.92x 95.40x 0.14% 0.59%
ibmpg5 || 35.48 2.58 184.87 13.74x 71.57% 0.11% 0.44%
ibmpg6 || 121.82 5.35 257.48 22.77x 48.12x 0.06% 0.07%
ibmpg7 || 180.82 7.27 318.45 24.88 43.81x 0.09% 0.10%
ibmpg8 || 281.79 11.90 522.83 23.67x 43.92x 0.08% 0.53%

Regarding the spatial accuracy of the EM stress distribution, Fig. .6 presents the hydro-
static stress along the first 27 segments (total length 2400 pzm) of the selected interconnect line
from ibmpg1 benchmark after 20 years of simulation. The gradual stress buildup and eventual
saturation over time indicate that the system approaches a steady-state back-stress equilib-
rium, consistent with Korhonen’s diffusion model. As can be observed, the stress profiles
generated by AEKS-MM are in excellent agreement with the reference COMSOL solution
along the entire length of the line. Finally, to assess the capability of our approach in han-
dling time-dependent current density inputs, we applied a periodic piecewise current density

input at the left boundary node of the previously selected interconnect line. The applied pro-
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file starts from 0 and oscillates between 4 x 10° A/m? and —4 x 10° A/m?. Fig. #.7 shows

both the applied current density input and the corresponding transient EM stress responses

obtained by AEKS-MM and COMSOL at the left boundary node over a 20-year period. The

results demonstrate that both methods achieve an excellent match throughout the entire tran-

sient simulation, even with time-variant input.
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4.7 Summary

In this chapter, we proposed a fast numerical approach for transient analysis of EM-
induced stress based on the MOR technique at discrete spatial points of general intercon-
nect structures. By leveraging the flexibility of the AEKS-MM framework, the proposed
methodology exploits sparse solve operations to dramatically reduce the overall reduction
runtime, achieving up to a 7x speedup compared to conventional numerical approaches such
as MM and EKS-MM. At the same time, AEKS-MM maintains an acceptable error mar-
gin in the transfer function approximation relative to the original model, while significantly
improving the accuracy over standard MM techniques. A key aspect of our methodology
lies in the careful selection of the Krylov subspace used for model reduction. Since numer-
ical MOR approaches for EM stress analysis critically depend on the underlying subspace
construction, optimizing this step is essential for ensuring both high accuracy and compu-
tational efficiency. For the EM stress evaluation, the experimental results demonstrated that
AEKS-MM ROMs achieve high accuracy compared to full-order simulations, maintaining a
relative error of less than 0.5% with respect to COMSOL solutions. Moreover, the proposed
approach significantly reduces simulation runtimes, achieving average speedups of 100x
relative to COMSOL and 15x compared to full-order transient simulations. Furthermore,
AEKS-MM exhibits strong robustness under time-dependent current density inputs, accu-
rately tracking stress evolution even in dynamically changing scenarios. Although this work
focused on planar copper-based 2D power grids, the AEKS-MM framework is fully extensi-
ble to more advanced interconnect technologies. In particular, it can be applied to multi-layer
metal stacks and 3D-ICs with through-silicon vias (TSVs), as EM behavior is governed by
similar PDE formulations. In such complex geometries, the use of efficient ROM techniques
such as AEKS-MM becomes even more crucial for scalable and reliable EM analysis. Fi-
nally, our method is applicable not only to the nucleation phase but also to the growth phase,
as the generated ROMs can be utilized to model the stress evolution throughout the entire

EM process.






Chapter 5

Security closure approach for EM-based

attacks

5.1 Introduction

Nowadays, the security and reliability of VLSI devices have become paramount con-
cerns, as they are susceptible to malicious alterations like Hardware Trojans (HTs). More
specifically, security issues are especially evident in fabless semiconductor industry, where
the practice of outsourcing IC manufacturing to external foundries has raised concerns about
the security of the produced ICs [54]. These problems are coupled with electromigration
(EM) challenges since EM has become a significant reliability concern due to the increasing
demand for performance in advanced technology nodes [4].

Consequently, attackers are progressively utilizing reliability-based HTs to deliberately
induce long-term consequences on the stability and performance of the IC. These malicious
components are designed with the specific target of accelerating several reliability issues,
such as premature aging or EM in particular interconnect or power grid structures of the
IC [55]. The power grid structures of the chip play a crucial role in maintaining reliable IC
operation by distributing power to logic gates. To address the increased current and mitigate
EM stress, multiple metal layers incorporate substantial reservoirs as passive wire segments,
enhancing reliability robustness with minimal impact on performance and power consump-
tion [56]]. However, these reservoirs also present vulnerability to stealthy attacks aiming to
reduce or remove them from the power grid network within the design.

As a result, a significant class of HTs has evolved into reliability-based Trojans [55],

63
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capable of exploiting the aging effects of the targeted device. Most commonly, these HTs
aggravate EM stress on power-hungry blocks and can be strategically placed in various parts
of the IC, such as power grids [57] and high current density signal blocks like clock networks
[58]. All of these components consist of large-scale, general multi-segment interconnects
and can be compromised using a sink insertion attack. These sinks can drastically degrade
the time-to-failure (TTF) while minimally impacting the voltage drop of the wire, as they are

passive components.

Power grid structures play a critical role in the reliable operation of integrated circuits as
they are responsible for distributing power to logic gates and maintaining overall functionality
in VLSI designs [59]. To address the increased current within power grids and mitigate EM
stress, substantial reservoirs are added across multiple metal layers. These reservoirs consist
of passive wire segments designed to enhance reliability robustness by providing greater
resistance, while minimizing impacts on performance and power consumption of the power
grid structure [56]. While reservoirs are a crucial component of power grids, they are also
susceptible to stealthy attacks that aim to reduce or remove the reservoirs from the power

grid network of the design.

To this end, an efficient security closure methodology for the detection and mitigation of
HTs, which can be easily integrated into VLSI design flows, has become a critical objective
in ensuring the trustworthiness and reliability of electronic systems [56]. In this work, we
presented a comprehensive security closure methodology for identifying potential vulnera-
ble structures in both power grid lines and general interconnect trees within IC designs. For
power grid lines, we adopt a semi-analytical approach based on the method proposed in [60],
which computes the TTF for each power grid line independently. This method discretizes only
the spatial domain while keeping the time domain continuous, and employs a binary search
algorithm to ensure fast convergence. For interconnect trees, we propose a semi-analytical
approach using the matrix exponential technique described in Chapter [§, where each tree
is analyzed independently. This approach also discretizes the spatial domain while treating
time continuously and uses a bisection root-finding method to determine the expected TTF
with high accuracy and fast convergence. The main contributions of this chapter are summa-
rized as follows. Firstly, our methodology enables the calculation of the TTF for any given
multi-segment structure, whether it is an interconnect line or tree, by directly computing the

analytical solution at each time point. For power grid lines, the TTF is determined using a
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binary search algorithm, while for interconnect trees, a bisection root-finding algorithm is
employed to ensure fast convergence. Secondly, the TTF of each line or tree is computed
separately and in parallel, making the overall methodology highly efficient and scalable for
large-scale designs. Finally, we demonstrate the effectiveness of our approach on IBM power
grid benchmarks by detecting vulnerable lines and estimating their TTFs with and without
reservoir components. We also evaluate our methodology on large-scale OpenROAD bench-
marks by identifying susceptible interconnect trees and computing their TTFs both with and

without the presence of sinks.

The rest of the chapter is organized as follows. Section 5.2 describes the EM background
of power grid structures, as well as the creation of EM-based reliability Trojans through
stealthy reservoir removal and passive sink insertion. Section 5.3 presents our main contri-
bution on the security closure methodology for identifying susceptible power grid lines and
interconnect trees, and computing their TTF with and without the presence of reservoirs or
sinks. Section [5.4 demonstrates our experimental results on large-scale IBM and OpenROAD

power grid benchmarks. Finally, conclusions are drawn in Section f.5.

5.2 Review of EM-based trojan attacks

Reliability-based attacks often exploit vulnerabilities that exist across the design and fab-
rication stages of integrated circuits, as illustrated in Fig. 5.1. Typically, in-house design
companies outsource the final stages of the physical design to third-party foundries. At this
point, masks are generated using lithographic tools based on the submitted layout, and then
the chip is fabricated. A third-party foundry could alter the mask without the knowledge of
the original design house and still successfully deploy the compromised chip. The challenge
in such attacks lies in designing an EM-based Trojan capable of degrading a wire or structure
in a controlled way such that it fails at a specific target time, allowing malicious function-
ality to be triggered. Importantly, the Trojan must remain stealthy, avoiding any impact on
the chip’s performance, power consumption, or design rule constraints, thereby evading tra-
ditional verification and testing. In the following section, we outline two main EM-based
attack strategies capable of achieving these goals while remaining undetected throughout the

design and fabrication flow.
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Figure 5.1: Overview of the IC design and fabrication process, showing potential attack and

detection points.

5.2.1 Reservoir removal in interconnect lines

EM-based HTs are typically formed by incorporating supplementary resistive elements,
such as narrow wires, into the interconnect sections of integrated circuits. The inclusion of
these resistive elements induces a localized rise in current density, resulting in accelerated
EM stress and eventual interconnect failure [56]. Attackers can strategically position these
resistive elements within crucial circuit paths, such as clock tree networks, to create HTs that
trigger specific system failures.

Besides attacks that can be possibly detected through side-channel analysis methods, there
is another option that remains completely stealthy as it does not introduce any additional
gates or elements, instead it directly targets the physical design of the IC. One of the possible
approaches to accomplish this is by removing or modifying the reservoir structures, which
are passive interconnect components, within the power grid. These reservoirs are typically
positioned at the cathode terminal of lines, as seen in Fig. 5.2, that are more prone to EM
failures. More specifically reservoir enforce the steady-state stress to remain below the critical
stress, in order to make the power grid structure immortal to EM failures. By removing the
reservoir, the EM stress on the line accelerates, leading to a stealthy degradation of the TTF
well below the desired level.

By removing these reservoirs, attackers can silently accelerate EM degradation, effec-
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Cathode Reservoir Attack point
Y = removal / z
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Figure 5.2: EM-based Trojan for reservoir removal attacks.

tively compromising the power grid’s functionality without causing noticeable anomalies in
the IC’s performance, power consumption, or IR drop. This characteristic poses a significant
challenge in distinguishing the attacked circuit from legitimate circuit behavior. Furthermore,
in advanced technology nodes where the margins for EM safe design are narrower, the threat
posed by these Trojans becomes even more concerning, as they can remain undetected by
various side-channel analysis methods. All of the above have made security closure method-

ologies a critical aspect of the physical design methodologies.

5.2.2 Sink insertion in interconnect trees

Another prominent EM-based Trojan strategy involves the insertion of resistive compo-
nents or small metal wires into specific parts of the circuit, such as signal nets and clock
trees. These narrow wires can be placed in several parts of the interconnect structures, that
are empty or contain dummy fillers, while carrying high average currents. These EM-based
HTs can accelerate the EM stress of the interconnects, leading to failures well before the tar-
geted lifetime of the circuit [56]. In order to accomplish these type of attacks, sinks can be
positioned to the anode of an interconnect segment in order to attack its cathode as shown
in Fig. 5.3. More specifically, the sink that is inserted intensifies the EM stress to the anode,

causing a stealthy decrease of the TTF well below the expected lifetime.

Cathode Sink Attack point
insertion
25 ¢ </ q A €
Main branch Main branch

Figure 5.3: EM-based Trojan for sink insertion attacks.
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An important aspect of these types of attacks is their minimal impact on the IR drop and
power consumption, as the HT is utterly a passive metal added to the interconnect structure.
As a result, identifying the affected circuit from ordinary circuit behavior is significantly
challenging due to this characteristic. This stealthy nature makes detection extremely diffi-
cult, particularly in advanced process nodes where EM margins are minimal. As with reser-
voir removal, these attacks emphasize the need for EM-aware and security-driven design

methodologies during the physical implementation phase.

5.3 Proposed security closure framework

This section introduces our security closure methodology for identifying EM-susceptible
structures in power grids. We address two categories of EM-based Trojan attacks, involving
reservoir removal in power grid lines and sink insertion in interconnect trees. For each case,

we present a specialized TTF estimation approach based on semi-analytical models.

5.3.1 Methodology for reservoir-based attack mitigation

Detecting and mitigating EM-based Trojans that exploit reservoir removal in power grid
structures is a complex task, primarily due to their stealthy nature and the high density of
metal lines in modern ICs. These attacks do not introduce observable side-channel effects,
making traditional detection methods ineffective. To address this challenge, we propose a tar-
geted security closure methodology that enables the per-line analysis of power grid segments,
aiming to identify the specific lines that would become vulnerable under a potential reser-
voir removal scenario. In particular, we extract the power grid line separately and apply the
FDM discretization on each line, as described in [61]. By discretizing each line using FDM,
we can construct the systems of equations like Eq. B.6. This parallel approach allows us to
effectively model and analyze the behavior of the power grid, enabling accurate assessment
and evaluation of its reliability.

Once the equation systems are formulated, we employ an efficient semi-analytical solver,
which was proposed in [60], specifically designed for systems resulting from FDM spatial
discretization on power grid line structures. This approach leverages the unique tri-diagonal
structure of the resulting system matrix G which easily tracks Fast Poisson solvers [62] and

leads to the following closed-form matrix equation:
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o(t) = VL(t)V'Bj (5.1
where: _ -
t
er2t 1
L(t) = S (5.2)
ent_1
An

with V € R™ ™ is the matrix containing the eigenvectors of matrix A and \; with i € [1,n]
are the corresponding eigenvalues. The fundamental advantage of these method is that once
the Eq. is constructed, then the stress can be easily computed by substituting the desired
time stamp ¢ into the equation.

An important aspect of these method is that utilizes the unique tri-diagonal structure of
matrix G to take advantage of fast Poisson solvers, enabling the determination of eigenvalues
and eigenvectors in advance. Specifically, the operations of multiplying matrices V' and V
with vector r, denoted as V'r and Vr, respectively, perform a Discrete Cosine Transform
of type-II (DCT-II) and an Inverse DCT of type-1I (IDCT-II). By employing these trans-
formations, the computational complexity of matrix multiplication is reduced from O(n?) to
O(nlogn). This solution offers a straightforward and easily parallelizable closed-form equa-
tion that can be independently applied to each different power grid line, efficiently computing
the EM transient stress for a given time ¢ in near-linear time.

Another important part of the proposed is the calculation of the expected TTF. While
the solution methodology is capable of independently computing the EM stress at each time
stamp, it cannot determine the TTF beforehand. To determine the TTF, the methodology re-
quires the specification of a time interval denoted as [t,,in, timaz]- This interval serves as a
reference for identifying the specific time stamp at which the power grid reaches the criti-
cal stress level 0,iticai, thereby indicating the TTF. Following the determination of the time
interval, a rightmost binary search approach is employed within this interval. This involves

repeatedly calculating the EM stress at selected time stamps such as:

tmid :ﬂoor((tleft + tright)/z)

until convergence is achieved. Convergence is considered to occur when the calculated stress

matches the critical stress value of the technology. This iterative process ensures the accurate
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estimation of the expected TTF for the power grid structure. The complexity of the binary
search algorithm is O(log t), where ¢ represents the length of the time interval. However, it
is worth noting that the time intervals involved in power grid analysis are typically tight and
rarely exceed 100 years. Therefore, the overall computational complexity remains manage-

able and still can be performed independently for each power grid line.

After computing the TTF for each power grid line, our methodology identifies the sus-
ceptible lines. These susceptible lines are the ones that would become vulnerable and fail
in the event of a potential EM-based Trojan attack that involves reservoir removal. By de-
tecting these susceptible lines, our methodology provides valuable insights into the critical
points within the power grid structure that are prone to such attacks. Furthermore, the pro-
posed method reports the TTF with and without the presence of reservoirs, which helps in
understanding the impact of reservoir removal on the reliability of the IC. This information
enables proactive measures to enhance the security and reliability of the IC, allowing for the

implementation of targeted countermeasures to protect against EM-based Trojan attacks.

Since our methodology performs exhaustive simulations on the power grid lines that are
more susceptible to the creation of EM hotspots, the power grid network can be considered
EM-safe if the reservoir removal attack does not result in the failure of these lines. The im-
portant steps of our method are summarized in the Alg. [§, while the calculation of the TTF

is shown in Alg. P.

Algorithm 8: Security Closure Methodology for Reservoir Removal Attacks.

1 Extract the power grid network from the design.

2 Construct the corresponding discretized system of Eq. B.6.

3 Set the analysis interval [¢,,,, tnaz] to perform the TTF calculation of each line.

4 For all the lines in parallel perform binary search of Alg. [,
TTF=bs right most(tmin, tmas)

5 Determine the susceptible lines of the power grid design.

6 Report all the corresponding TTFs with and without reservoirs of the susceptible

lines.
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Algorithm 9: Calculation of TTF based on the rightmost binary search.
Input: tmi’m tmaz

Output: time to fail 7T F
1 Liept =tmin
2 tright = tmaz
3 while #;cp < t,ign: do
4 Set the new time stamp ¢,,;q = floor ((tiesr + tright)/2)

5 Calculate the EM stress at t,,;; by employing the analytical method of [60].

6 if 0(timid) > Ocriticar then
7 ‘ Lright = tmid

8 else

9 ‘ tieft =tmid T lyear

10 end

1 TTE=t,ign

12 end

5.3.2 Methodology for sink-based attack mitigation

In addition to reservoir removal attacks, sink-insertion attacks exploit EM vulnerabili-
ties within interconnect trees while maintaining stealthy characteristics. These attacks can
accelerate EM degradation without altering the circuit’s functional behavior or side-channel
profile. However, as with power grid structures, the increasing complexity and scale of mod-
ern interconnect networks significantly complicate the task of comprehensive EM analysis.
To overcome this, we propose an efficient security closure methodology that enables the
concurrent analysis of each interconnect tree. This involves the individual extraction of dis-
tinct multi-segment interconnects, followed by the application of FDM discretization to each
extracted segment. Finally, and due to the diffusion barrier between the different metal lay-
ers, we can construct independent ODE systems of Eq. B.6 for each interconnect tree. This
strategy allows the proposed methodology to efficiently simulate all the different systems in

parallel.

After formulating the equation systems, we utilize a highly efficient semi-analytical solver,
as proposed in Chapter B, which is based on the matrix exponential. More specifically, con-

sidering that the EM stress is known at ¢ =0, and defining A = C™'G and b = C'Bj(¢),



72 Chapter 5. Security closure approach for EM-based attacks

the solution of Eq. (B.€6) for every time step is given by the following integral:

¢
o(t) = e®o(0) + / et="Ab dr (5.3)
0

Moreover, leveraging the assumption that each segment in an interconnect structure is carries

a constant current, then we can derive the following equation:
o(t) =e* (0(0)+A™'b) —A™'b (5.4)

which can be solved analytically through the approximation of the matrix exponential and
independently for every time stamp.

Another crucial part of our methodology involves the efficient estimation of the expected
TTF. Although the analytical solution approach can compute the EM stress at each time stamp
independently, it cannot predict the TTF in advance. In particular, to calculate the TTF, our
methodology requires the definition of a time interval as [tmin, tmax]- This interval acts as a ref-
erence for locating the exact time point when the interconnect reaches the critical stress level,
oerit- Once the time interval is determined, we employ the root-finding bisection method. Al-
though conceptually similar to Algorithm [, the bisection method is more appropriate here
due to the continuous nature of the stress function resulting from the matrix exponential for-
mulation. This approach is continuously decreasing the interval, by computing the EM stress
at the selected time points, until the final convergence is achieved. Convergence is attained
when the calculated stress matches the critical stress value of the technology. This iterative
process guarantees the precise and efficient estimation of the expected TTF for all the inter-
connect trees.

After calculating the TTF for multi-segment interconnects, our approach identifies all the
vulnerable trees. These susceptible trees are the ones prone to failure in case of a potential
EM-based Trojan attack involving sink insertion. By detecting these vulnerable trees, our
method offers valuable insights into the critical points within the interconnect structures sus-
ceptible to such attacks. Additionally, the proposed technique provides TTF values with and
without sinks, aiding in understanding the impact of sink insertion on IC reliability. This in-
formation facilitates proactive measures to improve IC security and reliability, allowing for
targeted countermeasure implementation against EM-based Trojan attacks.

All the steps of our security closure methodology are summarized in the Alg. [10, while
the calculation of the TTF is shown in Alg. [L1.
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Algorithm 10: Security Closure Methodology for Sink Insertion Attacks

1 Extract multi-segment trees from the design

2 Define the interval [t iy, tmax] for TTF calculation of each tree
3 for each tree do

4 Perform the bisection method (Alg. [L1]) to compute TTF
5 end

¢ Identify susceptible trees within the design

=2

Report the TTFs for susceptible trees, with and without sinks

Algorithm 11: Calculation of TTF using the Bisection Method
Input: t,,in, tma, threshold e

Output: time to fail TT'F
1 tieft < tmin
2 tright < tmax
3 while tjcpy — 1590 < € do
4 tmid < (Lieft + tright)/2 // Set the new time stamp
5 if func(t,iq) ==0 then
6 break // Exit loop if function value is zero

7 else if func(tics) * func(tmiqa) < 0 then

8 tright < tmid

9 else

10 tieft < tmid

1 end

12 end

13 TTF < floor(tmid/lyear) // Compute the TTF in years

14 Def func (t):
15 Compute the EM stress o (t) by employing [61]
16 return o(t) — ocrit;

17 end

5.4 Experimental results

In this section, we present the experimental evaluation of the proposed methodologies for
assessing EM-induced degradation in large-scale IC designs. Our framework is applied to two

representative benchmark sets: the IBM Power Grid (IBMPG) benchmarks [52], targeting the
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analysis of power grid lines under potential reservoir-removal attacks, and the OpenROAD
power grid benchmarksl, focusing on sink-insertion attacks in interconnect trees. In both
cases, each multi-segment interconnect line or tree is analyzed independently using a spa-
tially discretized model, and the expected TTF is estimated using the appropriate root-finding
method, with the critical stress level set to S0MPa [|1]]. Additionally, the TTF threshold for
identifying susceptible lines or trees was set to 20 years, which is a typical target lifespan in
processor design. All algorithms were implemented in Python using the scientific comput-
ing libraries SciPy and NumPy. The experiments were conducted on a Windows workstation

equipped with an Intel Core 19-9900K processor of 16 threads and 32GB of RAM memory.

5.4.1 Evaluation on IBM power grid lines

For the reservoir-removal attack scenario, we validate the efficiency and accuracy of our
methodology using several large-scale power grid benchmarks from the IBMPG set. The
analysis was used to identify power grid lines that become vulnerable when reservoirs are
removed, by calculating their TTF degradation under increased EM stress. The experimental
results for each OpenROAD benchmark are presented in the columns of Table 5. 1|. The #Lines
reports the number of extracted lines for each benchmark, while the Dscr. step indicates the
discretization step of the spatial coordinate. The Avg. #Discr. points refers to the average
number of discretization points used in constructing the ODE system. Column #Susceptible
lines displays the total number of lines with a TTF less than the expected 20-year lifetime
after removing the reservoir. The average reduction percentage of TTF for susceptible lines is
presented in column Avg. Diff. TTF (%). Additionally, the table includes the minimum TTFs
with and without the reservoirs. Lastly, we provide the total number of segments for the
largest susceptible line of each benchmark, along with the corresponding execution runtime.

As demonstrated in Table S.1|, our method effectively identifies the susceptible lines,
which are considerably fewer in number compared to the total lines of each benchmark. This
presents a significant challenge for any side-channel analysis techniques aiming to detect
HTs. Furthermore, it is worth noting that the TTF of the lines has been significantly reduced
by up to 65%, with a minimum expected lifetime of 8 years. Additionally, our methodology
can be executed entirely in parallel for different lines as mentioned in Section B.3.1], with the

overall execution time typically dominated by the most vulnerable and structurally complex

!Github repository: https://github.com/The-OpenROAD-Project
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line. In this context, the reported runtimes for the largest susceptible lines demonstrate the

robustness and scalability of our approach, even under worst-case EM stress conditions.

Table 5.1: Experimental results of our security closure methodology for large-scale IBMPG

benchmarks
Largest

Avg. Discr. | Avg. #Discr. || #Susceptible | Avg. Diff. Min. TTF (yrs)
Design || #Lines susceptible line

step (Lm) Points lines TTF (%)

With Res. | No Res. || #Segm | Time(s)

ibmpgl 1162 3.38E-02 4569.02 19 64.95 45 12 946 15.32
ibmpg2 | 1163 6.31E-03 6007.28 25 52.54 38 15 153 0.30
ibmpg3 || 15276 | 2.27E+01 8886.88 27 37.63 42 10 464 5.44
ibmpg4 | 20959 | 5.23E-03 2957.34 13 38.78 55 13 389 8.51
ibmpg5 | 3065 1.35E-03 31131.13 47 61.44 59 14 1257 23.91
ibmpg6 || 21293 | 7.44E-01 5616.07 20 52.39 31 8 772 15.65
ibmpg7 || 38271 | 1.13E+01 3596.69 25 49.06 39 12 464 4.44
ibmpg8 || 38385 | 1.13E+01 3610.76 18 55.04 47 16 522 17.03

Finally, Fig. 5.4 and Fig. 5.5 demonstrate the stress build-up for a 57-segment line from
the ibmpg6 benchmark, with and without the presence of a reservoir. In particular, Fig. 5.4
depicts the overall stress accumulation at ¢ = 20 years, while Fig. 5. specifically focuses on
the stress waveforms at the attack point of the line. As can be seen the attack point surpasses
the critical stress level earlier, resulting in a reduced TTF of the line to 50%. These figures
visually demonstrate the impact of reservoir removal Trojan attacks on the stress distribution

and highlight the importance of reservoirs in maintaining the desired TTF of the power grid

line.
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Figure 5.4: EM stress build-up at t =20 years a 57-segment line from the ibmpg6 benchmark.
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Figure 5.5: Transient simulation of the attack point for a 57-segment line from the ibmpg6

benchmark.

5.4.2 [Evaluation on OpenROAD interconnect trees

For the sink-insertion attack, we evaluate the reliability and applicability of our method-
ology by applying it to interconnect trees extracted from OpenROAD benchmarks. These
designs are implemented using various technology nodes, including commercial 12nm Fin-
FET, 28nm FDSOI, and Nangate 45nm library. The selected benchmarks are characterized
by large-scale structures and high current densities, both of which are representative of ad-
vanced technology nodes. Our method was used to detect interconnect trees susceptible to
accelerated failure due to passive sink insertion. In Table .2, we present the experimental re-
sults for each OpenROAD benchmark. These include the number of extracted trees (#7rees),
the discretization step of the spatial coordinate (Dscr. step), and the average number of dis-
cretization points employed in constructing the ODE system (#Discr: points). We also provide
the overall count of trees with a TTF less than the expected 20-year lifespan after the sink
insertion (#Susceptible trees), along with the average reduction percentage of TTF for these
susceptible trees (4vg. Diff.-TTF (%)). Moreover, the table reports the minimum TTF values
both with and without the sink. Finally, we demonstrate the total number of segments for the
largest susceptible trees of each benchmark, as well as the execution runtime.

Analyzing Table 5.2, we observe that our method successfully identifies the susceptible
trees, which are notably fewer in number compared to the total trees of each benchmark.
Moreover, by applying the sink insertion technique to those trees, a significant reduction in

TTF has been achieved by up to 82.67%, with a minimum lifetime extending to 6 years. As
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outlined in Section B.3.2], our approach can be executed concurrently for different trees, with
the execution time mainly dominated by the largest ones. Thus, the table demonstrates the
excellent efficiency of our method, even for significantly large-scale benchmarks, as revealed

by the short execution times of the largest susceptible trees.

Table 5.2: Experimental results of our security closure approach on the large-scale Open-

ROAD interconnect trees

Largest
Min. TTF (yrs)
Avg. Discr. | Avg. #Discr. || #Susceptible | Avg. Diff. susceptible tree
Tech Design #Trees
step (um) points trees TTF (%)
No Sink | With Sink || #Segm | Time (s)
dyn_node 697 0.96 615.89 15 67.16 33 10 252 7.45
ibex 1182 0.87 654.64 31 72.15 41 11 369 5.99
45 nm aes 1402 0.72 572.11 16 70.32 37 10 206 2.13
jpeg 3505 0.72 674.84 39 71.73 37 9 632 1.67
swerv 5413 0.65 693.12 56 75.75 38 8 620 8.34
ged 46 0.37 3941.09 9 58.61 33 13 138 5.87
28 nm aes 191 0.35 1831.37 12 70.89 35 9 527 6.37
jpeg 406 0.35 4682.85 18 80.26 39 6 1050 10.23
ged 2375 0.26 2756.54 22 67.90 33 10 211 2.68
ibex 12472 0.16 2858.57 33 75.28 40 9 585 6.06
12 nm jpeg 47603 0.13 3662.28 33 71.46 36 8 1097 6.10
dyn node | 86024 0.12 12933.38 50 75.28 39 9 1355 14.56
aes 110549 0.12 12974.93 88 82.67 58 10 1184 12.73

Finally, we applied our method to an artificial 22-segment tree as shown in Fig. 5. and
Fig. 5.7. Specifically, Fig. 5.4 illustrates the EM diffusion across the segments of the tree at
t = 20 years, while Fig. 5.7 shows the EM evolution at the attack point before and after the
sink insertion. From the first, it is evident that the attack point has a significantly higher stress
level than the critical stress, while the second demonstrates that the expected lifetime of the
tree has been reduced to 75%. In this regard, we can comprehend the substantial influence on

the tree’s expected lifetime after the application of the sink insertion technique.
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Figure 5.6: EM stress build-up at t = 20 years across an artificial 22-segment tree.
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Figure 5.7: Transient simulation of the attack point from an artificial 22-segment tree.



5.5 Summary 79

5.5 Summary

In this work, we presented a unified security closure methodology for identifying po-
tential vulnerable structures in both power grid lines and general interconnect trees within
large-scale IC power grids. The proposed approach accurately computes the expected TTF
for each multi-segment structure, both in the presence and absence of critical components
such as reservoirs and sinks. Our methodology is fully parallelizable, enabling independent
analysis of each line or tree, with total execution time primarily determined by the largest
and most complex susceptible structure in the design. Experimental results on publicly used
benchmarks demonstrate the scalability and efficiency of our approach, requiring less than
24 seconds for analyzing a power grid line with 1257 segments, and under 15 seconds for an
interconnect tree with 1355 segments. These findings highlight that the proposed framework
not only scales to industrial-size structures but also enables reliable security closure within

realistic design-time budgets, making it suitable for integration into modern EDA flows.






Chapter 6

Conclusions and future directions

The concluding chapter summarizes the main contributions of this dissertation in the field
of EM reliability and security for VLSI interconnects. It also discusses the broader signifi-
cance of these findings in the context of modern IC design and outlines directions for future

research.

6.1 Conclusions

This research tackled the long-term reliability challenges posed by EM in advanced semi-
conductor technologies by developing accurate and scalable methodologies for both EM anal-
ysis and enhancement of hardware-level security.

To this end, a complete and scalable framework for EM stress analysis was proposed,
addressing both the pre-void and post-void phases of interconnect degradation. The method-
ology was built upon Korhonen’s physics-based model and introduced a semi-analytical for-
mulation, enabling time-continuous stress evaluation in complex geometries under realistic
operating conditions. To further enhance computational efficiency, the framework integrated
matrix exponential technique with Krylov subspace methods (EKS and RKS), enabling fast
and accurate evaluation of stress evolution. Structural changes due to void formation were
effectively handled through a dynamic tree-splitting mechanism, while void nucleation time
and location were accurately predicted using a Newton-Raphson-based estimator. Together,
these components formed a unified EM analysis framework that achieved substantial accu-
racy and runtime improvements over state-of-the-art numerical solvers on large-scale indus-

trial benchmarks.

81
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In addition to the core framework, a reduced-order modeling methodology was developed
to further improve the scalability and efficiency of EM analysis. By exploiting the sparsity
and structure of the EM system matrices, the proposed approach applied asymmetric pro-
jections based on the EKS, achieving compact and accurate approximations of the original
system response. This allowed fast and scalable EM analysis in complex interconnect struc-
tures, significantly reducing computational cost without compromising accuracy. The method
was validated across large industrial designs, demonstrating its suitability for integration into
modern VLSI reliability workflows.

Furthermore, the security implications of EM phenomena were also addressed through
the development of a dedicated security closure methodology, including both lines and trees.
EM-based Trojan attacks were investigated, and a systematic mitigation framework was in-
troduced to detect and suppress such threats. By combining physical modeling of EM effects
with design-level countermeasures, we developed security-aware strategies that neutralize
malicious modifications, such as reservoir removals and sink insertions. This work demon-
strated the dual role of EM: not only as a reliability issue but also as a potential vector for
hardware-level security attacks. The proposed security-aware techniques provided a founda-
tion for building robust ICs that are resilient to both EM failure and hardware-level exploita-
tion.

Taken together, the contributions presented in this dissertation offer a comprehensive re-
sponse to the challenges posed by EM in advanced VLSI interconnects. By combining accu-
rate modeling, computationally efficient techniques, and security design principles, this work
advances the development of robust stress prediction solvers and security-aware mitigation
strategies. These developments address fundamental and practical aspects of long-term relia-
bility and hardware security, providing scalable solutions aligned with the demands of future

IC design challenges.

6.2 Future directions

Extending the foundations established in this dissertation, the following research direc-
tions are proposed to further enhance the EM-based reliability in VLSI structures. These

directions include, but are not limited to, the following key areas:
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* Modern data-driven approaches can significantly accelerate EM stress analysis by learning
the underlying physical behavior across large-scale interconnect trees. Recent advances
have introduced GNNs and PINNs for fast and scalable EM prediction, capturing struc-
tural dependencies in interconnect layouts and incorporating Korhonen-based EM physics,
respectively. Such models can serve as lightweight predictors or uncertainty estimators
within the EM solver pipeline. In particular, combining these approaches with the pro-
posed framework could enable real-time EM-aware reliability analysis during early design

stages or Trojan detection through anomaly stress profiling.

* Although the proposed methods utilize FDM to model EM stress evolution, future work
will explore the adoption of FEM to improve accuracy, especially in capturing complex
geometries, localized stress effects, and void growth near 3D features such as vias. FEM’s
flexibility in meshing and boundary condition handling makes it particularly suitable for
detailed post-void modeling and multiscale EM analysis. A promising direction is to de-
velop a hybrid pipeline that couples the proposed modeling for global or pre-void stages
with FEM-based modules for localized or post-void regions. This integration could lever-

age domain decomposition and multiscale modeling techniques.

* EM-induced degradation is strongly affected by localized Joule heating and thermal gra-
dients, which can significantly accelerate atomic diffusion and lead to underestimation of
failure risk if neglected. Future work will focus on incorporating thermal-aware EM model-
ing by extending the Korhonen-based PDE to include thermomigration effects. Moreover,
resistance variation during void growth should be captured via dynamic updates to the
system matrices, enabling more realistic simulation of circuit-level behavior degradation
over time. By modeling these mechanisms, the proposed methods can better approximate

real-world EM behavior and provide more accurate predictions under realistic scenarios.

» For hardware security, a future objective is to integrate the aforementioned directions into
the proposed security framework. In particular, using ML models to identify non-physical
stress patterns, along with thermal-aware modeling to uncover stealthy EM-triggered at-
tacks hidden under localized heating, can significantly enhance Trojan detection. Leverag-
ing these techniques, EM-aware design strategies can be explored to harden interconnect
structures against Trojan injection. Such techniques may involve strategic reservoir place-

ment, stress balancing, or routing constraints to reduce vulnerability to EM-based failures.
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Appendix A

Matrix exponential solution

In this appendix, we derive a closed-form solution for stress evolution in a linear system
using the matrix exponential operator. Assuming a piecewise linear input over each time
interval, we obtain an explicit expression for the stress over a single time step.

The discrete-time update of the state vector o using the matrix exponential is given by:
h
o(t+h) =e"o(t) + / e ALt 1) dr (A.1)
0

where

A =C™'G, b(t)=C'Bj

Assuming the input j(¢) is piecewise linear (PWL) over [¢,t + 7| and 7 € [0, h], we approxi-
mate b(t + h):
b(t+7) —b(t) b(t+h)—Db(t) N

h h

b(t 4+ 7) = PUT hf)b “PO b = (A2)

b(t+7)=a7+0
Substituting Eq. (A.2)) into Eq. (A.I)), the integral term becomes:

h
/ e(h_T)A(oz T+ f)dr
0

L L (A.3)
= a/ AL dr + 5/ eh=A g7
0 0
The first term of Eq. (A.3) can be integrated as follows:
h h
a/ AL dr = a[ — A lelhnAL A 2(hmT)A
0 0 (A4)

=a(-A'h— A2 L A %) = AT — AL - T)
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98 Appendix A. Matrix exponential solution

The second term of Eq. ([A.3)) can be integrated as:

h

h
ﬁ/ 6(h—'r)A dr = 5 |: . A—le(h—T)A:|
0 0
~ AT

(~A7leMA) = BATI (A —T)
Combining the results of Eq. (A.2), (A.4), and (A.5), Eq. (A.1)) becomes:
o(t+h) =" o(t) + aA2 (" — Ah —1) + BA (™ — 1) =
o(t+h) =e"(o(t) + aA2+ BATY) — (A h+aA™? + BATY)
Substituting back the expressions for o and /3, we obtain:

o(t+h) ="t (o(t) + A7) + ARl ’2 - b(ﬂ)
b —b(t

- (Alb(t TSNS LiGes h}i b ))

(A.5)

(A.6)

(A.7)

For a constant input j(¢) , where b(¢ + h) = b(t), and evaluating at ¢ = 0, the expression

simplifies to:

o(h) =" (d(0) + A"'b(h)) — A™'b(h)
Finally, replacing i with ¢, the solution takes the form:

o(t) = e (o(0) + F(t)) — F(2),
F(t) = A 'b(t)

(A.8)

(A.9)
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